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Parabon Computation
http://www.parabon.co

m/
Oracle Grid Engine

The Frontier Grid Platform is the collection of software used to manage our
online Parabon Computation Grid utility HPC service. Packaged as Frontier
Enterprise, it is the same solution we deploy for organizations wanting an in-
house private grid. It's secure, OS-agnostic, unobtrusive and comes with a rich
set of development tools to facilitate the rapid development of high-performance
grid applications.

Frontier Software Components
Dashboard

é’ # Applications

=

‘?,

D Ioper Datacenters & VMs



http://www.parabon.com/

== |_L|\l—l/—/—|—\—|
NISTZIm TE &

iﬂﬂ%ﬁiﬁﬁﬁﬁmﬂﬁ (NIST) ﬂ%ﬁﬁﬁﬂ‘]iﬁ

Network Access Rapld OeranmdSelf 5."
SRR Resource Pooling

PaaS laa$
Software Platform as a Service Infrastructure as a Service 3'“
VIS0 R Ll BRI R B

PIFAN © Cloud Security Allance + {Thome $63 » 2011 56

plhome



NISTEZREZEIREFZZIRET

~AZE (PublicCloud ) : WEBEIRESREBEESHIIFS
B REKEE AR - HARHEARNELEEE
HARFS -

FhAZE (PrivateCloud ) : ItFEEREHFINE R SE
— BB RS E_H/‘X%EEEZ@Z"JZEEEEE S FRSE =
BEE  BoIEEELEFEAN - L olHEBEEZFEI -

BEZE (HybridCloud ) : IFEEIRESZEE 2485

1@_257@3%35’]%17%5:;:?%% (FAEE - $EHER LA
) EHEENZEBIINMESIER - ZFERIBHE
ﬁﬁﬁﬁ%ﬁﬂ%ﬁ °

L8*= ( Community Cloud ) : IEFEEIRESZUEZ
B R E s AvAR J/){Hﬁ%%ﬁﬁ LEEfR oK B SRV A
ie o (BIMBERNEE - 2 ERIEK ~ BUEREER
TWES ) BoDAEEHSSE =T MEREE - o
PIESZE A B AL IMNED -



Zm AR SPIZR TS

Application domains

SaaS
Public
CRM

PaaS
Public
Web

laaS
Hybrid
Analytics

grvice delivery
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ERVICE is the key

Software as a Service
Emall, IM, Facebook, Twitter
Almost every application can be SaaS

Platform as a Service
MySQL, Mangodb, RabbitMQ, Java, Node.js
CloudFoundry, OpenShift

Infrastructure as a Service

Compute, Storage, Networking

AWS, Google Cloud Platform, Azure, OpenStack,
2Stack
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(multl tenancy)

Multiple users use the same
resource in network level * host
level and application level
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(Massive
scalability)

Provides the ability to massively
scale system  bandwidth and
space.



58 M4 (elasticity)

Users can rapidly increase and
decrease their computing
resources as they needed, as well
as release resources to other users
when they are no longer required.
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(pay as you go)

Users pay for only the resource
they actually use.
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Q: Rate the challenges/issues ascribed to the 'cloud/on-demand model
(1=not significant, 5=very significant)

Security 74-15%
Performance

Availability

Hard to integrate with in-house IT

Not enough ability to customize
Worried on-demand will cost more
Bringing back in-house may be difficult

Regulatory requirements prohibit cloud

Mot enough major suppliers yet

0% 10% 20% 30% 40% 50%% 60% T0% B0%
% responding 4 or 5
Source: IDC Enterprise Panel, August 2008 n=244



CSA Top Threats To Cloud
Computing

B EmEREITIEANTR
(Abuse And Nefarious Use Of Cloud Computing)

AZEZWEAREINFSZ TH

(Insecure Interface And APIS)

BRHNAEIAE

(Malicious Insiders)
HEIRIRFTS Y B
(Shared Technology Issues)

B REEREINE
(Data Loss Or Leakage)

R 51% 2% AR 75 45 %8 HY

(Account Or Service Hijacking)

A Y [ P 15 A
(Unknown Risk Profile)
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Posted on Monday, November Sth, 2009 | Bookmark on

Malicious Google AppEngine Used as a CnC
by Jose Nazario

Over the weekend our zoo found a malware sample that revealed a malicious Google AppEngine application.
The app in question is being used to feed URLs to the zombies for them to download. We got the malware via
sample sharing, and its original location and infection information is absent. The malware details are below:

MDS:
SHAL:
File
File

2143a7b%a%de6ea26987ed8ece29d2cé
30febefc76e4e269e5aa9¢c01c735d55d7ca409%a
type: application/x-ms-dos-executable
size: 65024 bytes

It's a simple HTTP engine and downloader, packed with UPX. The C&C is visible in the unpacked sample:

http://xiaoiboxip.appspot.com/ [OMITTED] ?hostname=

&&systemcpoy=
&&userName=

Where [Omitted] refers to a four letter explicative (this is a family friendly blog, folks?).

This was bound to happen, after all, in an open environment like this where people’s abilities are limited by
their intentions. The C&C appears to manage infections on the basis of the computer hostname sent in the
request; a unique hostname yields the malcode URL to update:

[ili]
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SQL Injection

SQL FZ2 M E A 558k
( SQL injection )
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- R -
Select FIELDS from table where user=‘$user’ and
pass=‘$pass’
— BRI
user: Tfor“=‘; » pass: T ‘or“=‘,
— FEFAETHI R AL
Select FIELDS from DB where user=** or ’=*" and
paSS:“ OI‘ "=6’
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passwords, now Amazon has opened up their EC2 (Elastic Compute Cloud) the cost of massive

narallel nrocececing nnwer has come rinhi down

« Darknet Tags

.

Darknet Archives



¢¢

AN BBZ [HfIGoogle

ENOISE



Goolag Scanner

Advisories and vulnerabilities
Error messages

Files containing juicy info

Files containing passwords
Files containing usernames
Footholds

Pages containing login portals
Pages containing network or vulnerability data
Sensitve Directories

Sensitive Online Shopping Info
Various Online Devices
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Vulnerable Files
Vulnerable Servers
Web Server Detection
By Arrakis
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Management & and opportunities for unauthorized access, equipment shall
Operational Resilience be kept away from locations subject to high probability
Equipment Location environmental risks and supplemented by redundant
equipment located at a reasonable distance.
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Management & supporting business processes and technical measures
Operational Resilience implemented, for equipment maintenance ensuring
Equipment continuity and availability of operations and support
Maintenance personnel.
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